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EHTPOIIIMHUU IMTIAXIA B CUCTEMI OLITHKU CTAHY EKOHOMIYHOI BE3TTEKU KPATHU

Currently, economic security is seen as a fundamental, but qualitative characteristic of the economic system,
which determines its ability to provide a certain level of economic subjects, including a particular enterpirise,
industry, population, generally denotes sustainable resource provision of national economic development, as
well as the ability to withstand economic crises of different scales. However, at the stage of society's development,
security cannot be based solely on the postulates of a market or planned economy. A new concept is needed that
would complement the fundamental theories and provide new mechanisms for ensuring economic security.

The article considers theoretical and conceptual issues of economic security analysis with the help of entropic
approach. It is shown that economic security is connected with the identification and neutralization of internal
and external threats in the sphere of economy to ensure social and political stability, sustainable and dynamic
development of the economy, as well as with the creation of an effective and competitive system of the economic
state system. The authors consider in detail the definition of the concept of "entropy’, it is assumed that today it
Is promising to discuss economic security in the context of entropic analysis. The method of TOPSIS analysis is
proposed for the development and decision-making of economic security problems, the result of which serves as
a guide for practical economic actions. And also, to achieve the optimal synergistic effect it is necessary to
eliminate the entropic threat of the system, on which the economic stability depends. In conclusion, the key
stages of the application of entropic analysis in the system of economic security are characterized. The key
aspect of further scientific works will be related to the selection and formation of a set of statistical indicators,
such as demographic, resource, economic, efc., which provide a complete comprehensive picture of the existing
relationships and patterns that have been established. Prospects for furtherresearch of this topic are seen in the
development and justification of synergistic mechanisms for ensuring the economic security of the state.
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EKOHOMIYHA HAVKA

Y AaHnv 4ac eKoHoMIiYHa 6e31eKa KpaiHH po3rasAaerbcsa IK QYyHAAMEHTaAbHA, dA e IKICHAa XapaKTepUCTH-
Ka eKOHOMIYHOI CHCTeMH, IKa BH3Ha4ac ii 3AaTHICTh 3a0e311eYuTH IeBHHH PIBeHb KUTTEAIIAbHOCTI eKOHOMIY-
HHX Cy0'€KTIB, BKAOYar0 Y KOHKPETHE TIAIIPDHEMCTBO, TAAy3b, HdCeAeHHA. K IMpaBHAO0, HAIBHICTh €KOHOMIY-
HOi 0e3rieKH 00yMOBAKE€ CTIHKe 3a0e3M1e4YeHHS PecypcaMH PO3BHTKY HaLIOHAABHOI eKOHOMIKH, & TaKOX
3AaTHICTB IPOTHCTOSITH €eKOHOMIYHHM KpH3aM Pi3HOro Macmrady. OAHaK Ha IeBHOMY €Talll PO3BHTKY CYCIIAb-
CTBa 6e311eKa HeCIIPOMOJKHa 0a3yBaTHCS BUHKAIOYHO Ha IIOCTyAaTax pHHKOBOI 4 IAaHoBoi ekoHoMmikn. IToTpioHa
HOBa KOHIenIisd, IKa AOITOBHIOBaAa 0 pyHAaMeHTaAbHI Teopii Ta HaaaBaAa HOBI MexaHI3MH 3a0e311eYeHHS €KO-
HOMIYHOI 0e31eKH.

Y crarri po3rasgaarorsca reopeTHyHI Ta KOHIeITyaAbHI MHTaAHHS AHaAI3y eKOHOMIYHOI 0e3I1eKH 3a A0MoMOo-
roro eHTpomnidHoro miaxoAy. IlokazaHo, jo eKOHOMIYHAa Oe3IeKa MoB I3aHa 3 BHABAEGHHSIM I HeHTpaaizanicro
BHYTPIIIHIX 1 30BHINIHIX 3arpo3 y cepi eKOHOMIKH AAS 3a0e31eYeHH cofiaAbHOI I MOAITHYHOI cTaOiAbHOCTI,
CTIHKOIO Ta AHHAMIYHOT O DO3BHTKY €KOHOMIKH, & TAKOJK 31 CTBOPEHHSIM e)eKTHBHOI H KOHKYPEHTO CIIPOMOXK-
HOI cHcTeMH eKOHOMIYHOI AepiKaBH. ABTOpaMH dHaAI3yYI0ThCI BH3HAYEeHHA TOHITTS "eHTPOoHiS ", IPAIYCKA€ETh-
C4, jo Ha CbOTrOAHIIIHIN AeHb ITepCIeKTHBHHM € 00roBOpEeHHSI eKOHOMIYHOI 0e311eKH B KOHTEeKCTI eHTPOMIHHOro
aHaai3zy. AAst BHpOOAEHHS Ta IPHHHATTS PIlIeHb HJOAO0 €eKOHOMIYHOI O0e3IIeKH IIPOIOHY€EThCI MET0A aHaAI3y
TOPSIS, pe3yAbTar 3aCTOCYBAHHSI SKOTO CAY>KHTH OPICHTHPOM IPaKTHYHOI Ali. AA51,A0CIrHEHHS OIITHMAABHOTO
CHHEPreTHYHOro eQ)eKTy HeOOXIAHO YCYHYTH €HTPOIIIHHY 3arpo3y CHCTEeMH, BIA IKO0i 3aAe>XKHTh eKOHOMIYHa
craoirpHIicTh. Ha 3aBeprieHHsSI 0XapaKTepH30BaHO KAOY0BI eTanH 3aCTOCYBaHHS eHTPOIIIHHOT0 aHaAI3y B CHC-
TeMi eKoHoMIidHOI 6ezrnexku. Hanpamu moAaAbmux HayKOBHX IPaib AOCAIAKEHb OB I3aHi 3 miAGopoM i ghopmy-
BaHHAM KOMIIAEKCY CTaTHCTHYHHX TOKA3HHKIB, TAKHX SIK AeMOIrpaivHX, pecypCHHX, EKOHOMIYHHX TOIJO, IKI
AarfoTh OMHCYOTH LINICHY BUYEPITHY KaPTHHY AIFOYHM B3d€MO3B I3KaM Td 3aKOHOMIPDHOCTSIM, IIJO BCTAHOBHAH-
ca. IlepcrieKTHBH IT0AAABIIIOTO AO0CAIAJKEHHS Ijici TeMH BOa9aroThCA y po3po0Li Ta 0OrpyHTyBaHHI CHHEPreTHY-

HHX MexaHi3MIB 3a0e311e4eHHST eKOHOMIYHOI 0e3I1eKH AEeP>KaBH.

Key words: economic security; economic development; entropy; structural entropy; entrvopic analysis; synergy.
Karo406i caoba: exonomivna 6e3nexa; exonomiunutl po3bumox; enmponia; cmpykmypna enmponisn; enmponiti-

HUl AHAAI3; CUHEPZIS.

INTRODUCTION

The problem of economic security is relevant for all
countries of the world, any state, regardless of its level of
economic development, political system and cultural way
of life, is faced with it. The damage caused by the problem
of economic security of the state is associated with a
significant lack of various kinds of resources (land, energy,
human, etc.) necessary for national production, excessive
dependence of the national economy on the economy of
other countries, low efficiency of national production, and
the presence of corruption, as well as the uncontrolled
shadow sector in the economic system etc. Thus causes the
necessity of a clear analysis of the state of the national
economy, search for possible measures and directions to
overcome the problems.

The evolution of the economic theories and schools
primarily indicates an attempt to solve the problems of
economic growth. Representatives of those various theories
and schools tend to attach more importance to the study of
the behavior of economic systems economic subjects
relative to economic development. Hence insufficient
attention is paid to economic security, which is a
prerequisite for the previous one. Moreover, traditional
economic theories and methodologies, which dominate in
the modern scientific thinking and activities of researchers
of economic sciences, assume mainly a linear model of
describing the state of economic systems and solving the
problems arising in them. However, recurrent economic
crises of different scales to a certain extent cause criticism
concerning theories and methodologies of the traditional
kind and cast doubt on their validity.

Thus, in the present era, economists and other scientists
are increasingly interested in economics as one of the most

important, comprehensive and distinctive systems of human
civilization, borrowing and introducing from the natural to
the social-human sphere a set of terms. They, on the one
hand, have long been known to natural scientists and, on
the other hand, appear so alien to human scientists that their
borrowing often raises doubts about their logic and validity.
The attempt to rethink modern economics as a field of
science and as a sphere of human life dates back to the last
century, at a time of accelerated technological progress.

LITERATURE REVIEW

The application of the entropic approach in the study
and description of the state olf) economic systems is a
relatively new scientific trend, in spite of the fact that the
term entropy emerged as far back as the XIX century.

The term "entropy" comes from the ancient Greek word
entropia, which means "turning", "transformation". As a
scientific category "entropy" emerged in the natural
sciences, primarily in physics, and more specifically in
thermodynamics as a measure of irreversible energy
dissipation[1, p. 8]. Specifically, the concept of entropy goes
back to the German physicist Rudolf Clausius (1865), then
entropy was called thermodynamic used as one of the
indicators to describe the state of physical systems consisting
of a large number of elements and capable of exchanging
energy and substance with the external environment.

ntropy formula was proposed by R. Clausius:

_ 52
dS - T (1)’

where d§ — is the entropy differential, §Q —

infinitesimal increment of heat. The term entropy allowed
to go beyond the law of conservation of energy and denote
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the fundamental difference between "useful” exchanges of
energy and "dissipated” energy lost irreversibly [2, p.170].
According to Clausius's opinion, though energy can be
transformed, but we can't use it 100%, the coe%ficient of
useful energy is always less than 1. That is, E (energy) = E.
(useful energy,i=1,2,3...n) + E, (useless energy, understood
as entropy).

Following R. Clausius, trying to clarify the meaning of
entropy and the possibility of expanding its scope, Ludwig
Boltzmann formulated entropy as statistical item in 1877,
establishing the connection between entropy and the
probability of a state of a system:

S =KX InW (2),

where S is the entropy of the thermodynamic state of
the system, K is the Boltzmann constant (constants), and W
is the statistical weight of the system state, which is equal
to the number of possible microstates (ways) by which a
given macroscopic state of the system can be composed.
Thus, the greater the value of W denoting the number of
possible microstates of the system, the greater the disorder
init.

The next breakthrough in the interpretation of the
concept of entropy is Claude Shannon's nomination of
information entropy. In hisscientific article "Mathematical
Theory of Communication,” published in 1948, he developed
the theory of entropy as a measure of randomness and
introduced a measure of discrete p-probability distribution
on the set of alternative states of message transmitter and
receiver [3, p. 243]:

H=-XYL plogp 3).

Herenis the number of characters of which a message
(alphabet) can be composed, is the probability of the i-th
outcome, — information entropy.

It should be noted that there are other representatives
of entropy theory and their interpretations, but together
with the above mentioned they are generally aimed at the
description and investigation of the state of physical systems.
Nevertheless, the development of physical-thermodynamic
theories and their practical implementation were not limited
to the natural-natural sphere of science, and accordingly,
traces of these theories were also observed in the social-
humanitarian scientific field. And further events developed
according to the already known scheme: methodological
achievements of natural science disciplines acted as a basis
for reforming social sciences[4, p. 20]. In general, there is
an alternative tradition or tendency in economics, which
uses the proven natural-natural principle as a general
principle of rational inference when faced with some
incomplete, uncertain problem.

Back in the 1920s, Nobel laureate in chemistry Frederick
Soddy (1926) criticized the traditional model of economic
development, offering an economic perspective based on
physics-the laws of thermodynamics; moreover, in his view,
"... debt was growing at an exacerbated rate of geometric
progress, but the real economy was based on inexhaustible
reserves of fossil fuels. It was impossible to reuse energy
from fossil fuels" [5]. In his book titled "Wealth, Virtual
Wealth, and Debt: A Solution to the Economic Paradox"
[6] Soddy divided property into those that have real wealth
and those that do not (that is, have only virtual wealth),
arguing that real wealth was obtained by using energy to
convert materials into physical goods and services. It is
obvious that the situations described in this statement
partially hide the root of the problems of fluctuations and
depressions in the economy that occurred in subsequent
years, and thus one of the causes of the manifestation of the
cyclical economic crisis can be correlated with non-
compliance of economic activity with objective physical
laws, in particular, the rule of limited resources for social
production.

The Austrian theoretical physicist Erwin Schr?dinger,
Nobel Laureate in Physics in 1933, one of the founders of
quantum mechanics, in his book "What is life?" (1944)
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borrowed the concept of entropy and introduced the
concept of negative entropy in analyzing the nature of life,
noting that living organisms must obtain from the world
around them to compensate for the growth of entropy
leading them to thermodynamic equili%rium and hence to
death %7]. In accordance with this the question is raised
about the property of the social and economic system
formed and created by people as a living organism, more
specifically, about resources as a kind of negative entropy
for the social and economic system.

In 1971 the Romanian economist, mathematician and
statistician Nicolas Georgescu-Regen in his published book
"The Law of Entropy and the Economic Process" [8] noted
that production as the use of a limited stock of materials,
energy and other resources, must obey the law of entropy,
which operates in all systems: entropy or the amount of
matter and energy not available for use tends to increase
continuously, while the amount of matter and energy
available tends to decrease continuously. According to
Regen, the author of the article proposes a division at the
micro-level of goods and services into those whose
production directly increases more than a fraction of
entropy and those whose production increases less than a
fraction of entropy or allows for negative entropy.

PURPOSE AND OBJECTIVE

Taking into account the cyclically occurring economic
crises, the complexity of explaining their causes and the
results of studies concerning the synthesis and integration
of entropy theory in economic science, as well as the
statement that the physical-thermodynamic foundations of
modern economy are not to be ignored, the authors of the
article consider appropriate to study the application of
entropy theory and methodology in the analysis of problems
concerning economic security. Thus, the purpose and
objective of the article is to (f,etermine how to conduct
entropy analysis in the general case and in the study of
economic security, and the results of the analysis to
propose ways of structurarreform of economic systems in
order to obtain the synergistic potential, which is considered
capable of obtaining negative entropy and eliminating the
entropic threat in the economic system.

RESULTS

Entropy of any system is a measure ofits disorganization
and disorderliness, respectively, one of the methods for
assessing this measure is entropic analysis based on Shannon
information entropy. Structural entropy is used when
measuring disordered structure of a system [9]. Structural
entropy insystems is characterized by structural imbalance,
loss of system integrity and synergetic capabilities.
Currently, against the background of economic globa-
lization entropic processes may be intensified by the
transboundary spread of adverse situations in a global crisis
[10]. In [11] a fundamental difference between structural
and thermodynamic entropy of the system is noted, pointing
out that in closed systems thermodynamic entropy steadily
increases over time, while structural entropy can both
increase and decrease. In other words, it is structural
entropy thatis more characteristic of an open system, such
associal and economic in most countries of the world. And
while the science of thermodynamics directly associates
thermal energy with entropy, the science of economics
associates resources, which include not only natural
resources in the form of thermal energy, but also others,
for example, human and informational resources.

If the fundamental problem of macroeconomics is
considered to be the relationship between supply and
demand, the following hypothesis is put forward with the
help of entropy theory, which reflects the entropy of
demand and the entropy of supply:

(1) It isassumed that there are n numbers of consumers
ina country whose demand is x;, x5, %3, %, ... X,,,then the
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Table 1. Methodology for assessing economic security using the TOPSIS method

of the countries and GDP of the
country's regions can be described in
this way. To build a model of entropic
analysis of the state of economic
systems, includin% the system of
economic security, let us connect the
entr%ﬁy index and economic indicators.

e authors propose to use in this
article the entropic method "TOPSIS"
(The Technique for Order Preference
by Similarity to the Ideal Solution) to
assess the state of the economic security
system. The method was specially
developed for the comparative
evaluation of objects in order to
maintain objectivity with a large
number of indicators and indexes
(private criteria) [12, 13]. The main
concept of the method consists in the
fact that the greatest integral
assessment among the compared
objects gets the one of them, the values
of private indicators of which are as
close as possible to the best values and
as far as possible from the worst ones.
From the side of this article, the basis
for calculating integral assessments of
compared objects is the indicator of
economic security. And the result of
this method of analysis, as a rule, allows
to find out and explain the increase and
decrease of entropy in the system and
itsstructure, on the basis of this to show

expectancy, gross domestic product
(GBP)

the positive and negative value of the
result itself, and to serve as a practical

orientation for taking measures and
decisions.

Sustainability assessment Indicator and formula for its Used
methodology stage calculation map legend
1. The procedure for
processing statistical data by
linear scaling to bring the P the initial value of
values of indicators to a single
unit of measurement
(standardization of data). the indicator for a
= particular object of
% research;

Zmr the reduced value of

the indicator.
2. Standardization procedure
relative to the sum of values
on the number of objects of Sar standardized value of
research (includes subjects of S, =
economic security or periods). ’

the index. The values of

which fall within the

range [0,1].
3. Procedure for determining
the entropy values of the -
indicators. =_ Z 5.InS Emds a measure of

Inm ”
i=1

indicator entropy.
4. Calculation of the weight 1—F V; - weight coefficient of
coefficient of the indicator. V.= 4 the indicator.

7 G E;)
5. Calculation of the weighted A=V =7
indicator weight coefficient. J
6. Finding the best estimates AF = max
. + .- AT = maxh,;

of indicators A" (positive P
decision) and the worst
estimates of indicators A” A7 = mind,;
(negative decision). ’

Andso, let's consider the system of
economic security as a stochastic
system in the form of a multidi-
mensional continuous random variable
with the density of the distribution of
weights (significance). For calculation

7. Ranking and evaluation of indicators. Evaluation of the state of the system.

we use the data of stability indicators
in the form of matrix m-n, where m —

Source: the table was compiled by the authors.

total amount of demand of consumers in this country
D, = X", x;, the average demand of each consumer

—_ D..
D, = —% the set of distribution of consumer demand
n

Xy Ay Kg X
X = (—1,—2,—5,..—
Dy Dy Dy Dy

. . . a X
distribution H(X) = — X1, o log
' e

(2) Similarly, if a country has m numbers of producers
whose supplyisyy, V5, V3, Vs, ... V, , then the total supply of

, then the entropy of demand

Xi

)

producersin the country S, = 32, v, , the average supply

Sy

of each producer §;, = —L | the set of distribution of the
m

producers' supply ¥ = (2,22 2 2™y then the entropy
Sy Sy Sy Sy

of the supply distribution H(Y) = — ¥, ';ilog ;—
¥ ¥
From this we can conclude that the greater the values
of entropy H(X) n H(Y), the more complex will be the
country's economic system, the more uncertainty and
disorder in it. The state of the population's income, life

the number of evaluation objects
(countries, regions, enterprises and
other subjects of economic security, or evaluation periods),
n — the number of indicators (criteria or indicators):

X114 Xin

X —

Xmi " Xmn

where x, is the initial value of the economic security
indicator, includingi=1, 2, 3,...m,j=1, 2, 3,... n.

After considering the method of entropic analysis, the
task is to select and determine the indicators of economic
security. Subsequently, on the basis of these indicators will
be carried out a practical calculation of the entropic value
of a separate part of the system of economic security and
the value of the system as a whole. In this article the authors
offer a summary table of indicators from the "Economic
Security Strategy of Ukraine until 2025" [14].

It is noteworthy that the above table did not include
items on energy and human security, which are no less
important components of a state's economic security system,
since it is the volume and state of resource possession and,
accordingly, the effective use of the latter that is the essence
of economic security, much less economic growth. A
country with a huge amount of resources, but no effective
management mechanism, and a country that knows how to
manage economic activity, but suffers from a lack of
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Table 2. Indexes and indicators of economic security of Ukraine

1. Financial security

1) Ratio of state budget deficit to GDP, %

2) Ratio of public debt and publicly guaranteed debt to GDP, %

3) Gross external debt, % of GDP

previous year

4) Change in the exchange rate of the hryvnia to the U.S. dollar (average for the period), % against the

5) Gross international reserves of Ukraine, months of imports

6) Share of long-term loans in the total volume of loans granted, %

7) _Share of non-performing loans, %

2. Occupational Safety and Health

D

Degree of depreciation of fixed assets in industry, %

2)

Degree of depreciation of fixed assets in construction, %

3)

Degree of depreciation of fixed assets in transport and communications, %

4)

Share of high-tech products in the total volume of industrial products sold, %

5)

6) internationalise PCC dollar 2011

Energy intensity of GDP (primary energy expenditures per unit of GDP), kg eq.

7) Material intensity of GDP, % of the 2015 level

8)

3. Foreign economic security

D

Share of the leading partner country in total exports of goods, %

2)

Share of the leading partner country in total imports of goods, %3

3)

Specific weight of the leading commodity (commodity group) in the total volume of exports, %

4)

Share of raw and low value added exports of industry in total exports of goods, %

5)
%

Share of exports of goods using high and medium level technologies in the total volume of goods exports,

Investment and innovation security

1) Net growth of foreign direct investment, % of GDP

2) Gross fixed capital formation, % of GDP

3)

Share of enterprises that implemented innovations from the total number of industrial enterprises, %

4)

Share of sold innovative products in the volume of sold products in the industry, %

5)

Total expenditure on research and development at the expense of the state budget, % of GDP

6)

Ukraine's place in the Global Innovation Index ranking

5. Macroeconomic security.

D

The excess of the index of real average monthly wages and the index of labor productivity in Ukraine, p.p.

2) Index of physical volume of GDP, %

3) Labor productivity index, %

4)

Consumer price index for goods and services (to December of the previous year), %

5) Unemployment rate (ILO methodology), %

6) Population's propensity to save, %

Source: Strategy of economic security of Ukraine until 2025 [14].

resources (or no reliable access to them) are the same in
term]s of vulnerability to potential threats and crises[15,
.76].
P Nevertheless, another official document of the
Government of Ukraine [16] gives a full and detailed
description of the method of recommending indicators for
calculating the level of economic security, but the authors
donot consider it relevant to give its full content, arguing
that from the point of view of the entropy theory, the more
particles and components of the system, the more probable
and degree of disorder and chaos in this system, the more
uncertainty and confusion, thus the accuracy of assessing
the state of economic security largely depends on the
names.

For example, the level of openness of one region of the
country determines its ability to receive resources from the
outside world, i.e. negative entropy to maintain economic
stability in the region. For a comprehensive assessment of
the level of openness of each region of the country, the

Table 3. Indicators of economic openness of the country’s provinces

following sample table is proposed as a database for further
mathematical calculation:

The next stage of the analysis is the practical calculation
of the values of entropy of economic indicators, as a result
of which a general picture of the circumstances of the
economic system is constructed. To eliminate the identified
structural entropy and threat it is necessary to be guided
by the principles of the theory of systems and the theory of
synergy, which will determine the development of specific
measures, the adoption of economic policy and the quality
of the result — getting economic synergy, improving
economic security and optimizing the economic state.

CONCLUSIONS

In the course of the research in the article the authors
considered the issues of entropy theory and its application
to assess the state of danger of the economic system. In the
authors' opinion, the limitedness and exhaustibility of most
types of resources (primarily natural resources) determine
the state of economic security of the country,

thereby predetermining the boundary of the heigﬁ,t

of itseconomic development. Moreover, it is fairly

Indicators Volume of Foreign | assumed that based on the process of extraction,
Provinces GDP | direct foreign trade processing, transformation and use of different
: mnvestment volume | types of resources, the modern economy of the
Province | X1 12 X;. Xy, traditional model is not released from the entropic
Province 2 X4 X35 X, X constraint, the reason for which is the fact that at
Province 3 s, Xas Xa X, eachstage of the marked economic process the law
Province . ” . ” - of entropy dominates. . .
. —1 T . Thus, the solution of entropic problems in the
Province m Xmi | Xmo mo. | Xmn economic system of the country is determined by

Source: the table was compiled by the authors.

ensuring its economic security. It should be noted

www.economuy.in.ua
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that innovative technology, known as one of the found ways
out of the predicament, increasing the efficiency of
production, contributes to the reduction of entropy in the
economic system.

In addition, the TOPSIS entropic analysis method
proposed in the article not only makes it possible to carry
out a multi-criteria evaluation on a sufficiently objective
basis, but also to propose appropriate solutions based on
the analysis, developing targeted programs to support the
economic security of the country and its regions. The
collection and processing of economic indicator data are
necessary for further research.
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