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Inemumym npomucnosux ma 6i3Hec mexHonN02it

Ykpaincvkoeo depoicagrnozo yHieepcumemy HayKu i mexHon02it

OLIHKA PU3UKIB IPOMUCJIOBUX ITIAITPHEMCTB HA OCHOBI
JIOTICTUYHOTI'O IIIAXO04Y

In the research process, a logistic approach to risk assessment in the
management of an industrial enterprise was considered, aimed at ensuring the
rationalization of flow processes in the management system from the point of view
of a single material-conductive chain, the integration of individual parts of which is
carried out at the technical, technological, economic and methodical levels. The
peculiarities of the logistics system of an industrial enterprise are determined by a
number of important factors. These factors are grouped into appropriate groups.
The classification of the interrelationships of the equipment of the micrologistic
system of the industrial enterprise is considered. According to the results of the
research: measures aimed at increasing the efficiency of risk management of an
industrial enterprise based on a logistic approach are proposed.

Losses and expenses arising from the occurrence of risks of an industrial

enterprise starting with single objects - equipment of the sixth rank and



accumulating in a hierarchical order to the first level - the micrologistic system of
the enterprise. An important role in reducing losses from technical risks along the
main chains of the production subsystem belongs to the service subsystem, which is
designed to ensure the normal operation of the production subsystem with
production services - repairs, transport services, energy.

The service subsystem substantiated in this work from the point of view of the
logistics approach is considered in two ways: on the one hand, it is a source of
risks, and on the other, it is a tool for minimizing the consequences of risks in the
production subsystem, which should ensure the reliable operation of the main
equipment. The article reveals the peculiarities of the material, information and
service flow of the micrologistic system of the enterprise, it is noted that the
implementation of the risk management system requires the use of monitoring and
improvement of the database for the production and service subsystems of the
enterprise and the creation of a knowledge base that will allow assessing the risks
of interconnected production and service flows as well as predict the economic
consequences and optimize costs for measures to settle losses in the event of a risk

event.

Y npoyeci oocniosxcenns 6yno posenanymo jno2icmudHuil nioxio 00 OYIiHKU
PU3UKI8 68  YNPAGINIHHI ~ NPOMUCIOBUM  NIONPUEMCMBOM,  CHPAMOBAHUU  HA
3abe3neyenHs payioHanizayii NOMOKOBUX NPoYecie y cucmemi YNpaeiiHHsa 3 mouKu
30py €0UHO20 MamepianbHO-NPOBIOHO20 NaHylo2d, IHmezpayii OKpemux yYacmuHu
K020 30IUCHIOEMbCS HA  MEXHIYHOMY, MEeXHON0IYHOMY, €eKOHOMIYHOMY ma
memoouynomy  pieusax. Pozenanymo  ocobausocmi  nocicmuunoi  cucmemu
NPOMUCTI08020 NIONPUEMCMBA 3YMOGIEHI HUXKOIO 8adcausux ¢axkmopis. I[i
Gpaxmopu  3epynosano 8 8i0nogioHi  epynu. Pozenamymo  knacugbixayiio
83a€M038'43Ki6  00IAOHAHHA ~ MIKDOJO2ICIMUYHOI  cucmeMu  NPOMUCI0B8020
nionpuemcmea. 3a  pesyromamamu  OOCHNIOJNHCEHHS:  3ANPONOHOBAHO  3AX00U,
CHPAMOBAHI HA NIOBUWEHHS epeKMUBHOCMI YNPAGIIHHA PUSUKAMU HPOMUCTIOB020
NIONPUEMCINBA HA OCHOBI JI02ICMUYHO20 NI0X00).

Bmpamu ma eumpamu wo eunukaiomes npu HaCMAHHI PUUKIE NPOMUCTOE020
NIONPUEMCIBA NOYUHAIOYU 3 OOUHUYHUX 00 €EKMIB - 00NAOHAHHS WOCMO020 PAH2Y |
8 l€EpapxiuHoOMy NOPSAOKY AKYMYIIIMbCA 00 NePuLlo20 PiGHs — MIKPOJLO2ICMUYHOL
cucmemu nionpuemcmea. Baoicnuea ponv 6 3menuwieHHi empam 8i0 MeEXHIUHUX
PUBUKIB 3 OCHOBHUMU JAHYI02AMU BUPOOHUYOT nIOCUCMEMU HAEHCUMb NiOCUCTeME

obcnyeo8ysanns, WO NpusHayena O 3a06e3nedeHHs: HOPMANbHOI  pobomu



niocucmemu  8UpOOHUYMBA — BUPOOHUYUMU  NOCHYeAMU -  PEMOHMAMU,
MPAHCNOPMHUMU NOCTY2AMU, eHEPIETO.

lliocucmema ob6cnyeo8ysants, 00IpyHmMoBaHa 6 Oawiti pobomi 3 NoO3UYii
JI02ICMUYH020 NIOX00Y, PO32NA0AEMbCSL 080SKO. 3 00HO20 DOKY — 80HA € 0JCePesloM
BUHUKHEHHsl PU3UKIB, a 3 THWO020 — ITHCMPYMeHm MIHIMI3ayii HACNiOKI8 PpU3UKIE 8
niocucmemi 8UpOOHUYMEA, WO NOBUHHA 3abe3nedumu HAOillHy poOOMY OCHOBHO2O
obnaounanHs. B cmammi posxpumo ocobausocmi mamepiaibHo20, iHHOpMayitiHo2o
ma cepeicHo20 NOMOK)Y MIKPOIO2ICMUYHOL cucmemu NiONPUEMCMBA, BIOMIYEeHO, U0
BNPOBAOIICEHHSI CUCEMU  YNPAGNIHHA  PUSUKAMU NOMpeOYeE  GUKOPUCMAHHS
MOHIMOPUH2Y | 800CKOHANEHHA 0A3u OAHUX 3a niOcucmemamu upoOHUYmMea ma
obcny208y8annsa  niONpueMcmea i cmeopenHs 0a3u  3HAHb, WO 00380]UMb
OYIHIOBAMU PUSUKU B3AEMONOG SA3AHUX BUPOOHUYUX MA CEepICHUX NOMOKI8 a
MAKoINC NPOSHO3YBAMU eKOHOMIYHI HACIIOKU I ONMUMIZY8AMU BUMPAMU HA 3AX00U

U000 8pecyn8arHs 30UmMKiI6 npu HACMAHHI PU3UKOBOL NOOIi.
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nPOMUCTIO8e NIONPUEMCINEO.

Statement of the problem in a general form and its connection with
important scientific or practical tasks. The functioning of Ukrainian enterprises in
the conditions of the current state of war, which, according to public expectations, is
expected to transition into the post-war period, makes the need to adjust approaches
to risk management urgent. This is especially true of enterprises reorienting
themselves to military lines.

The beginning of the invasion of the Russian Federation in 2014 led to a crisis
in the steel industry. The industry suffered from damage to the railway infrastructure,
shortage of raw materials and shelling of industrial facilities. In a few years, the
domestic industry faced a new challenge - the coronavirus pandemic, which led to the
closure of markets and a drop in consumption. But the great war played a decisive
role. Compared to 2013, Ukraine lost about 80% of its steel production volume. And
the largest share of this fall occurred precisely in 2022. In 2022, Ukraine smelted



almost 6.3 million tons of steel - only a third of the result of 2021. Moreover, most of
these volumes (58%) were produced in the 1st quarter. The production of rolled
products also suffered losses, which decreased by 72% to 5.4 million tons. As a
result, Ukraine dropped out of the top 15 largest steel producers in the world ranking
last year, falling from 14th to 25th place. However, in the future - after the end of the
war - the domestic consumption of metal products will increase several times,
according to some estimates, to at least 15 million tons, since the restoration of
infrastructure facilities and the housing stock will require millions of tons of steel.

Therefore, forecasting the activity of industrial enterprises in new conditions is
already relevant today. The logistics concept of managing an industrial enterprise is
of particular importance. The need to use logistics at enterprises is related to the
evolution of the management process and the peculiarities of the production
processes of industrial enterprises. This becomes especially relevant in today's
wartime environment, when an industrial enterprise must organize its activities in
such a way as to minimize the risks, losses and costs associated with the processes of
production, maintenance and transportation.

Analysis of recent research and publications. . Many scientific works of
domestic and foreign scientists and practitioners are devoted to the study of issues of
improving the activity of an industrial enterprise on the basis of the logistics concept
and logistics management tools [1-8]. Logistics management is based on general
management theory. In contrast to traditional logistics management, all management
functions need to be oriented towards a single criterion of the enterprise's
performance, the essence of which is to maximize the ratio of aggregate volumes of
income and expenses, as well as to achieve the necessary level of adaptability of the
enterprise to external changes through the balancing of logistics flows. The
fundamental difference between enterprise logistics management and traditional
enterprise logistics management is the mandatory combination of resource movement
technology with enterprise logistics flows, which excludes, on the one hand,
irrational formation and use of resources, and on the other, untimely fulfillment of the
enterprise's obligations to customers [9]. Z.V. Gerasymchuk and N.E. Tsyganyuk

[10] single out the main constructive principles of logistics:



- systemicness, which means the organization of all types of activity of the
system as a single process;

- complexity, which involves the formation of all types of support (developed
infrastructure) for the implementation of the movement of flows in specific
conditions; coordination of actions of direct and indirect participants in the movement
of resources and products; implementation of centralized control of tasks that are
solved by the logistics divisions of the enterprise; the company's desire to cooperate
with external parties; partners in the commodity chain and establishment of strong
ties between different divisions of the enterprise within the limits of internal
activities;

- scientificity, which ensures the execution of calculations at all stages of
material flow management, from planning to analysis; performing detailed
calculations at all stages of material flow management from planning to analysis;
recognition by qualified personnel of the status of the most important resource of
logistics units of enterprises;

- specificity, which provides for movement with the lowest costs of all types of
resources; logistics management by accounting and costing units, the results of which
are measured by the product received;

— constructive features: dispatching of the flow, continuous tracking of the
movement and changes of each object of the flow and prompt adjustment of its
movement;

— reliability: ensuring uninterrupted and safe movement, reservation of
communications and technical means for changing the flow trajectory if necessary;
wide application of modern technological means of movement and traffic control;
high speed and quality of receiving information and its processing technology;

— variability: the possibility of flexible response of the enterprise to
fluctuations in demand and other negative effects of the external environment;

— general quality management;

- global optimization;

- general costs.

The purpose of the article is to determine the expediency of using a logistic



approach in risk assessment of industrial enterprises.

Outline of the main research material. The logistic approach to the
management of an industrial enterprise is aimed at ensuring the rationalization of
flow processes within the control system from the point of view of a single material-
conducting chain, the integration of individual parts of which is carried out at the
technical, technological, economic, methodological levels, and the minimization of
time and resource costs is achieved through optimization end-to-end management of
material, information and financial flows [11].

Logistics management is a combination of system, process and functional
approaches to management and separation of its elements on the basis of a system of
principles that helps direct its elements to meet the needs of consumers and create
prerequisites for effective operational and strategic management of the enterprise
(logistics system) as a whole [9] .

The logistics system is understood as a complex, organizationally complete
economic mechanism consisting of elements-links interconnected in a single process
of managing material and related flows, the totality of which, the limits and tasks of
functioning are united by the internal and external goals of the enterprise. Any
logistics system consists of a set of elements-links between which certain functional
connections and relations are established. A link of the logistics system should be
understood as a certain economically and (or) functionally separated object, which is
not subject to further decomposition within the scope of the task of analysis or
synthesis of the logistics system, which performs its local target function related to
certain logistics functions.

From the point of view of displaying the properties, the essence of the logistics
system is more fully revealed by the following interpretations of this concept:

— 1s an adaptive system with feedback that performs certain logistic functions
and consists of several subsystems with developed connections in the external
environment;

— 1s a complex organizationally completed (structured) economic system,
formed by elements-links connected to each other in a single process of managing

material and corresponding flows;



— 1s a complex organizationally completed (structured) economic system
consisting of elements interconnected in a single process of managing material and
accompanying flows - links, the totality of which, the limits and tasks of functioning
are united by the internal and external goals of the economic organization. objectives.

From the point of view of the spatial factor, logistics systems are divided into
two large groups: macro-logistics and micro-logistics systems.

The macrologistic system is a large system of managing material flows that
includes enterprises and organizations, territorial production complexes,
intermediary, trade and transport organizations of various departments, the
infrastructure of the economy of an individual country or a group of countries.
Micrologistics systems belong, as a rule, to a certain business organization and are
intended for the management and optimization of material and related flows
(information, transport) in the process of production and (or) supply and sales.

Internal production systems include metallurgical, coke-chemical, hardware
and other enterprises of the mining and metallurgical complex, in which the
management of material flows in the technological cycle of product manufacturing is
optimized. The main tasks of the intra-production logistics system are: effective use
of material resources, reduction of stocks of material resources and work-in-progress,
acceleration of turnover of working capital of the enterprise, reduction of the main
production time, control over the performance of production-related tasks. and
management of stock levels of material resources, work-in-progress and finished
products in the warehouse system of the manufacturing enterprise, optimization of
technological (industrial) transport. The criteria for optimizing the functioning of
internal production logistics systems are, as a rule, the minimum cost of production
and the minimum time of the production cycle while ensuring the established level of
quality of finished products.

Industrialenterprises as a micrologistic system can be generally represented as

a set of production subsystems and service subsystems (Fig. 1).
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Fig. 1. The structure of the logistics system of a industrial enterprise

The peculiarities of the logistics system of the metallurgical enterprise are due
to: the presence of powerful cargo flows of mass and, moreover, massive cargoes
(iron and manganese ore, agglomerate, metal scrap, limestone, hard coal, refractories,
ingots, rolled goods); large flows of specific cargoes; significant transportation
distances; the variety of used types of transport (types of rolling stock and freight
vehicles); scattered and a larger number of shops and warehouses (several dozen),
which are characterized by the presence of various lifting and transport devices and
auxiliary equipment for processing and moving packaged and bulk cargoes.

A industrial enterprise is a complex complex of production shops,
technologically and energetically closely connected with each other for the sequential
processing of raw materials and semi-finished products into cast iron, steel, rolled
products. The composition of the plant's workshops is determined by the nature of the
products produced and the features of the metallurgical production technology.

In the mining and metallurgical complex, depending on the features of
separation and combination of technological processes, three types of production
concentration are traditionally distinguished: plants; full-cycle factories; factories of
an incomplete cycle; mini factories.

The production subsystem of the micrologistic system of the enterprise consists

of the main, auxiliary and ancillary shops. The composition of the material flow of a



metallurgical enterprise in the "production" subsystem changes in accordance with

the scheme presented in fig. 2.
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Fig. 2. A simplified diagram of the movement of material and information
flows in the "production' subsystem of a metallurgical enterprise

The main object of production logistics management is through material flows.
The material flow is understood as a set of raw materials, materials, and semi-
finished products that move from suppliers in the form of labor items, enter
production units and, turning into finished labor products there, are delivered to
consumers through distribution channels [12]:

— powerful cargo flows of massive and heavy cargo (iron and manganese ore,
agglomerate, metal scrap, limestone, hard coal, refractories, ingots, rolled steel);

— large and constant flows of specific cargoes (fuel, liquid metals and slag, hot
ingots, agglomerate);

- less voluminous cargo flows of material and technical resources for the
purposes of repair (capital or ongoing) and construction.

Each material flow is accompanied by informational and financial flows, and
the informational and financial flow does not always coincide in time with the
material flow. Logistics activity is based on three foundations: technology as a set of
all technical means and equipment accompanying material resources; information as
a set of all static and dynamic information about the movement of material and
immaterial flows in systems; business Economics.

Each material flow passing through the micrologistics system has its own



technological and logistical chain of movement. Technological and logistic chains are
understood as interconnected routes of movement of material and information flows.
The points of connection of the links of technological and logistic chains are the
workplaces of suppliers and consumers of material resources in workshops, where the
physical processing of the material flow, its quality control, storage, storage and
further transportation is carried out. The equipment of the micrologistics system can
be considered as a set of nodal points of the technological and logistical chains of the
movement of the material flow, connected by this material flow. The efficiency of
material flow management in the production subsystem is largely determined by the
technical condition of the equipment and the provision of conditions for its operation.

The classification of the interrelationships of the equipment of the
micrologistic system of the metallurgical enterprise according to the degree of

relation to the external environment is shown in Fig. 3
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system
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End-to-end —| of the micrologistics of the micrologistics
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Fig. 3. Classification of interrelationships of micrologistics system
equipment

The specificity of all technological and logistical chains of a metallurgical
enterprise determines the expediency of using a logistic approach to the study of the
economic consequences of technical risks:

— significant (several hundred meters) length of equipment involved in a single

technological process;



— a wide range of unit capacities and technological characteristics of individual
units;

— strict requirements for the accuracy of maintaining technological parameters
(up to 0.2%);

— requirements for reliability and trouble-free operation of the equipment;

- difficult working conditions (shock loads, vibration, high gas and dustiness of
the surrounding environment, high temperatures, in many cases, continuous operation
of the equipment).

The analysis of metallurgical equipment as elements of the micrologistic
system and the interrelationships of structural units within it are determined by ranks,
which determine the hierarchical order of the formation of economic consequences at

the enterprise level (Fig. 4).

Structural unit of Hierarchy Economic consequences
rank rank of technical risks
Enterprise equipment I Costs and losses of the
micrologistics system
Equipment of
specialized production II Losses caused by
interdepartmental
interconnections of logistics
Workshop equipment I flows
Precinct equipment v
Equipment by v Internal losses
subgroups
Single equipment
(according to inventory VI
numbers)

Fig. 4. Hierarchical scheme of formation of economic consequences of
technical risks of the micrologistics system

Losses and expenses arising from the occurrence of technical risks starting
with single objects - equipment of the sixth rank and accumulating in a hierarchical
order to the first level - the micrologistic system of the enterprise. An important role
in reducing losses from technical risks along the main chains of the production
subsystem belongs to the service subsystem, which is designed to ensure the normal

operation of the production subsystem with production services - repairs, transport



services, energy. Energy maintenance provides the enterprise with all types of energy
and repairs energy units (power plants, substations, workshops, heating plants, steam
boilers, air blowers, oxygen, water pumps, compressors, gas treatment plants).
Transport service is provided by rail and road transport to all workshops and farms of
the plant (railway network, traction vehicles, depot of steam locomotives and electric
locomotives, various devices of suspended and road transport). Computer service
provides implementation and technical and software support of information systems.
Repair service ensures the manufacture and repair of spare parts, replacement
equipment and carries out repair and maintenance of mechanical equipment,
metallurgical furnaces, buildings and structures of the plant. The repair service
includes the following workshops: mechanical repair, shaped steel foundry, iron
foundry, construction repair, rolling mill, electrical repair, as well as a repair shop for
metallurgical furnaces. In addition, the service subsystem includes communication
shops, control and measuring devices and automation, central factory laboratories.

The service subsystem substantiated in this work from the point of view of the
logistic approach is considered in two ways: on the one hand, it is a source of
technical risks, and on the other, it is a tool for minimizing the economic
consequences of technical risks in the production subsystem, which should ensure the
reliable operation of the main metallurgical equipment. The equipment itself, which
in ferrous metallurgy is quite complex (machines, aggregates, which, in turn, consist
of mechanisms, repair assembly units, assemblies and parts) is the object of technical
risks. Figure 5 shows the material, information and service flows in the repair and
maintenance subsystem.

The information flow, containing information about failures and also
information about the equipment, goes to the decision-making person (DPO).
Information flows are received from OPR in the form of:

- information on repair works, which determine the calendar terms for carrying
out repairs (per year, per month, per week) and are compiled in accordance with the
current provisions on the procedure for the formation and execution of network
schedules for equipment repairs), as well as modernization for the reproduction of the

equipment resource;



Own performers,
outsourcers, contractors|

AN
\
\

)
v
Execution of works
7 \
\
N\

v
N\
Overhaul
N \
' \
Current A} The facility is in technical conditi
PERSON WHO MAKES A ! - - — = «The facility is in technical condition»
<-- DECISION --> repair 2N =
7
|

- > (Evaluation of degree of completion»

Unscheduled
maintenance and
repair

A
v

———> Material flow
Provision of spare parts,
tools, material

> Information flow

________ > Service flow
A

0

v T

‘ Warehouse, suppliers ‘

Fig. 5. Equipment repair and maintenance subsystem

— information on spare parts (manufactured in own mechanical workshops of
the chief mechanic department, typical ones purchased through the material and

technical supply department, typical ones purchased through the chief mechanic
equipment department), their quantity and delivery terms;

— information on the provision of technological equipment: its acquisition,

design, manufacture, reproduction and repair, accounting, storage and delivery to
workplaces;

- information on the execution of repair works: by own forces, contractors, or
this business process is outsourced.

Output information flows are presented in the form:

- "Object in technical conditions", i.e. determines the result of the repair service
fulfilling its obligations to the customer;

- "Assessment of the degree of completion", which determines the deficit of

technical and material support of the repair service in the proper performance of its
functions.

The material flow is the spare parts and technological equipment necessary for
the repair effect on the equipment.

The service flow is the flow of services of repair personnel, which performs a

repair effect on the equipment in the form of capital, ongoing repair, technical
maintenance or unscheduled maintenance and repair.



The main function of the repair service of the enterprise is to provide a
resource of time for operational equipment, the product of the repair service is the
guaranteed operational time of the equipment provided to production. The interests of
the repair service must be in accordance with the interests of production.

The relevance of the problem of improving the efficiency of maintenance and
repairs is substantiated by leading management specialists. One of the main factors of
operational excellence is the efficient operation of equipment. Many post-Soviet
companies are noticeably lagging behind Western companies in terms of this
indicator: equipment breaks down too often, is idle, and is used unwisely. The reason
for such a situation should be sought in the sphere that is on the periphery of the
managers' attention. These are repairs and maintenance. It is not easy to reorganize it
taking into account modern requirements, but the need for transformation will be felt
more acutely every year.

Planning of repairs, maintenance of equipment and costs for their
implementation includes the following areas:

a) detailing and selection of maintenance and repair positions when planning
title lists with given resource limitations for the implementation of these measures;

b) assessment of the actual condition of units and accounting of costs for
maintenance and repair;

c) analysis of the state of objects and the choice of an option for their
reproduction.

The effectiveness of the maintenance and repair system, as well as any other
system, is determined by the results of activities before costs. The result is a
comprehensive indicator of the results of the work of the enterprise (natural, natural,
intellectual-natural, etc.). The calculation of costs for technical maintenance and
repairs ensures the choice between costs to maintain the efficiency of the business
and the size of the risk of unexpected repairs. Expenditures on technical maintenance
and repairs must be such as to ensure maximum efficiency of the organization’s
activities while ensuring market demand (product type, price, services, etc.). Spend
your work to the minimum, in order to ensure that you achieve the maximum result.

Frequently, the maintenance of the enterprise significantly reduces the amount of



expenses for repairs and maintenance of equipment. Failure to carry out repairs in a
timely manner can lead, at a minimum, to an unplanned repair, and at most to an
emergency. In case of scheduled repairs, the following factors are at fault:

— increased availability of repairs (it is necessary to purchase spare parts in an
emergency order);

— increased trouble with downtime during repairs (starting from preparation to
repair, so that in normal mode you get to the point of repair; in case of unscheduled
repairs, you have to work even after that point);

— under-delivery of products (repair of this equipment could be combined with
the repair of another equipment on the same technological line);

— wastage of raw materials, finished products, and finished products (when the
technology transfers the continuity of the production process, this unplanned step can
lead to the rejection of raw materials, finished products, and finished products).

In case of emergency repairs, in addition to overinsurance risks, there are risks
related to the loss of additional maintenance or property, environmental risks, risks to
the health and life of people, etc. As a rule, the total cost of a repair program
outweighs the capabilities of the business, and it is necessary to make decisions about
the entire part of the work in order to contribute to the budget. The criterion for such
a decision is the assessment of technical risks.

Conclusions from this study and prospects for further research in this
direction. Today, a large number of specialized software products are used,
integrated information systems (ERP, MES, EAM, SCADA, DCS, ASKOE, LIMS)
or their individual components are implemented at some large enterprises, but a
systematic approach to the management of technical risks and their economic
consequences does not exist. These information systems are built into ferrous
metallurgy enterprises. They are based on publicly available information from all
levels of enterprise management, which implement the functions of achieving a
common goal, taking into account the multi-criteria assessment of its activity. The
monitoring function, which can be implemented within these systems, is an effective
tool for managing all business processes of the enterprise and its divisions, and in

particular, managing the economic consequences of technical risks.



Thus, with the development of modern information technologies, it became
possible to create complexes capable of assisting the tasks of managing both large
engineering networks and performing the functions of managing the economic
consequences of technical risks based on monitoring. In turn, it is possible to avoid or
overcome technical risks and their economic consequences with the help of the
logistics system, by establishing activities in technological chains and predicting
possible economic losses of the occurrence of technical risks in one of the elements
of this chain.

The implementation of the risk management system requires the use of
monitoring and improvement of the database for production and service subsystems
of the enterprise and the creation of a knowledge base that will allow assessing the
risks of interconnected production and service flows, as well as forecasting economic
consequences and optimizing the costs of measures to settle losses in the event of a

risk event.
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