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JAJIIBHUYHOI'O TPAHCIIOPTY

It has been established that in the process of digital transformation, railway
transport enterprises are increasingly integrating automated traffic management
systems, GPS monitoring, loT devices and electronic document management in
order to increase the efficiency of business processes and competitiveness. It has
been proven that such digital changes, stimulating positive developments in the
work of railway transport enterprises, increase their vulnerability to cyber threats,
which are constantly evolving and gaining new scales. It is substantiated that the
increase in the number of attacks on critical infrastructure in the world actualizes
the need to form a comprehensive digital security strategy that will protect
information systems, data and processes from unauthorized access, abuse and
violations. The scientific novelty of the study lies in the development of a multi-
level strategy for ensuring the digital security of railway transport enterprises,
which combines technical, organizational and personnel measures. The proposed

strategy includes the stages of risk analysis and identification of critical assets,



implementation of modern tools, organizational planning, personnel training and
formation of a cyber-hygiene culture, system testing and penetration testing, as
well as efficiency auditing using KPIs.

The practical significance of the work lies in the possibility of using the
proposed strategy to increase the level of digital resilience of railway transport
enterprises, ensure the continuity of transportation and protect critical data. The
multi-level approach covers the basic level (infrastructure protection and network
segmentation), the operational level (backup, multi-factor authentication, security
audit), the HR level (employee training, attack simulations, rules for using
corporate devices) and the innovative level (artificial intelligence for anomaly
analysis, blockchain solutions for data protection, loT monitoring of wagons and
locomotives). It is emphasized that the proposed strategy forms a holistic digital
security system that allows railway transport enterprises not only to counteract
modern cyber threats, but also to ensure sustainable development and digital

transformation of the industry.

Bcmanoeneno, wo 6 npoyeci yugposoi mpancgopmayii nionpuemcmea
3QNI3HUYHO20 MPAHCHOpmy 0edaii Oilbuie IHmMezpyroms  ABMOMAMU308aH]
cucmemu ynpaeninnsa pyxom, GPS-monimopune, loT-npucmpoi ma enexmpounui
00OKYyMeHmoobie 3 Memow niosuujents egekmuenocmi OizHec-npoyecie ma
KOHKYPEHMOCHPOMONCHOCMI. [[08e0eHo, wo maxi yu@dposi 3MmiHu, CMUMYI004U
NO3UMUBHI  3PYUleHHs. 8 poOOmMi NIONPUEMCME  3ANI3HUYHO20 MPAHCNOPMY,
nocunowms i ix epaziusicms 00 Kibep3acpos, AKi NOCMIUHO eBOIOYIOHYIOMb |
Habysaoms Ho8ux macuimaoie. ObOIPYHMOBaHo, Wo 3POCMAHHA KLIbKOCMI amakx
Ha KPUMUYHY IHQPACmMpyKmypy aKxmyanizye nompeoy y popmys8anti KOMNJIEKCHOI
cmpamezii yugposoi besneku, wo 3abe3neuunmsv 3axucm iHGoOpMayiuHuUx cucmem,
O0auux ma npoyecis 8i0 HeCAHKYIOHOBAHO20 OOCMYNY, 3N08HCUBAHbL | NOPYULEHD.
Hayxosea Hosusna Oocniodcenns nonseac y po3pooOnenHi 6azamopienesoi
cmpamezii  3a0e3neueHHs Yu@ppoeoi Oe3nexku  NIONPUEMCME  3ANIZHUYHO20

MPAHCNOPMY, SAKA NOEOHYE MEXHIUHI, Opeanizayiini ma Kaoposi 3ax00u.



3anpononosana cmpameein 8KIIOYAE emanu AHANI3Y PU3UKIE ma i0enmugikayii
KPUMUYHUX AKMUBLI8, BNPOBAOINCEHHS CYUACHUX IHCMPYMEHMIB, O0p2aHi3ayiliHo20
NIIAHYB8AHHSA, HABYAHHA NEPCOHANY mMa (HOPMYBAHHA KyIbmypu KibepeicieHu,
Mmecmy6anHs cucmem [ NpPOBEOeHHs penetration-mecmis, a mMaxKoic ayoum
egpexkmusnocmi i3 3acmocysantim KPI.

Ilpaxmuuna 3nauywicme pobomu NOAAAE Y MONCIUBOCI BUKOPUCHAHHSL
3aNnponoHo8aHoi cmpameeii 011  NIOBUWEHH PIBHA YUDPosoi cmilukocmi
RIONPUEMCME  3ANI3HUYHO20  MPAHCnOpmy, 3abe3nedeHnHsi  Oe3nepepeHocmi
nepege3eHb ma 3axucmy KpumudHo eaxciueux oauux. bacamopienesuii nioxio
oxXonue 6a3zosull pigeHv (3axucm iHGpacmpyKmypu ma ceeMeHmayis mepesxci),
onepayitiHuli piseHv (pe3epeHe KOnito8anHs, bazamopakxmopua aemenmupikayis,
ayoum 6e3nexu), HR-pieenv (HasuamHs npayiGHUKie, cumynsayii amax, npasuia
BUKOPUCMAHHS KOPNOPAMUBHUX NPUCMPOI8) ma THHOBAYIUHUL DIGEHb (Um)YHULL
inmenekm Oni AaHANI3y AHOMANIU, ONOKYEUH-piuleHHsT Ol 3aXucmy OaHux,
loT-monimopune eacownise i noxomomueis). Iliokpecieno, wo 3anponoHo8aua
cmpamezis  opmye yinicHy cucmemy Yu@posoi bOesneku, sAKa 00380JI5€
RIONpUEMCMEam 3aNi3HUYHO20 MPAHCHOPMY He Jauule NpOMmuldiamu Cy4acHuUM
Kibep3azpozam, ane U 3abe3neyyeamu CMIUKUL PO3GUMOK mMad YUPDPO8y

mpancpopmayito 2anysi.
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Introduction. In the context of large-scale and accelerated digitalization,
transport enterprises, including railway transport, are actively implementing
automated traffic management systems, GPS monitoring, IoT devices and

electronic document management. Such technologies increase work efficiency and



competitiveness, but at the same time create new risks associated with cyber
threats. The increase in the number of attacks on critical infrastructure in the world
confirms the need to strengthen digital security, which ensures the protection of
information systems, data and processes from unauthorized access, abuse and
violations.

The problem is particularly urgent because cyber incidents in the transport
sector can have not only financial consequences, but also directly affect traffic
safety, lead to the suspension of transportation and reduce the trust of customers
and partners. Therefore, railway transport enterprises must move from basic cyber
protection measures to comprehensive digital security systems that include modern
technologies: artificial intelligence for anomaly detection, blockchain for data
protection, multi-level authentication and integrated incident management systems.

Thus, research into the problem of ensuring digital security of industrial
railway transport enterprises is extremely relevant, as it is aimed at guaranteeing
the continuity of transport processes, minimizing the risks of cyber incidents, and
increasing the competitiveness of the industry in the context of global digital
transformation and aggravation of cyber threats.

Analysis of research and publications. Active attention was paid to the study
of theoretical aspects and the development of practical tools for ensuring digital
security of enterprises, including railway transport, by such scientists as:
Avanesova N., Volovelska 1., Kasyanova N., Maziashvili A., Perederii T.,
Tokmakova I., Shtangret A., etc. [1-8]. Thus, Avanesova N., Mordovtsev O. and
Kolodyazhna T. investigated the features of the formation of the digital security
mechanism of industrial enterprises of Ukraine, emphasizing the integration of
different levels of protection [1], while Kasyanova N., Bilychenko M. and
Severynenko A. considered the modeling of digital security of an enterprise as a
tool for assessing risks and building strategies [2]. The mechanism for ensuring the
economic security of railway transport enterprises was analyzed by Maziashvili A.
and Volovelska 1. [3], focusing on digital solutions in the transport sector, and the

features of the formation of digital security were highlighted by Obramych O.,



paying attention to the practical aspects of implementation [4]. At the same time,
the 1ssue of developing an effective strategy for ensuring the digital security of
railway transport enterprises remains insufficiently covered.

Formulation of the article's objectives. The purpose of the scientific article is
to develop a strategy for ensuring digital security of railway transport enterprises.

Presentation of the main research material. In today's digital transformation
environment, economic entities are increasingly dependent on information
technologies, automated management systems, and electronic services. On the one
hand, this simplifies and accelerates the execution of various operations and
business processes, and on the other, it increases the vulnerability of enterprises to
cyber threats, which are constantly becoming more complex, taking on new scales
and forms.

According to analytical studies, an increase in cases of unauthorized access,
virus attacks and DDoS attacks is recorded every year. In 2024, global economic
losses from them were estimated at over $9 trillion, and in 2025 they are already
predicted at $10.5 trillion. With such annual costs, the world spends approximately
$333 thousand per minute on cybercrime. At the same time, a significant number
of crimes remain unregistered. In the latest FBI report for 2024, 859.5 thousand
complaints of Internet crimes and losses in the amount of over $16 billion were
recorded, which is 33% more than the previous year. This indicates a rapid
increase in the number of attacks. In practice, in 2023, a cyberattack hit businesses
or individuals approximately every 39 seconds. According to APWG, more than
1.0 million phishing incidents were recorded. Gartner and WEF identify it as a top
global risk. The FBI notes that even with proactive disruption efforts like LockBit
blocking, losses are still rising. Trend Micro recorded 161 billion threats blocked
in 2023, highlighting the scale and automation of today’s attacks. This global surge
is why tracking statistics is critical [9, 10].

Among the most popular types of cybercrime attacks during 2024-2025, the
following should be noted (Fig. 1) [10]: phishing and spoofing; ransomware;



Business Email Compromise (BEC) and fraud; malware; identity theft/fraud; data

leaks, etc.

Phishing/Spoofing APWG
1.003,94 attacks in Q1 2025

Ransomware +73% YoY
>%$1B crypto ransoms

BEC/Fraud $51B+ global to date;
six-figure avg case

Malware (non-ransom) 349% surge in email-borne
detections (2023)

Identity fraud
$27.2B (US, 2024)

Data breaches $4.45M avg cost (2023)
200+ day cycles

Fig. 1. The most popular types of cybercrime attacks during 2024-2025 [10]

It should be noted that in the context of accelerated scientific and
technological progress and technological development, cyber threats and cyber-
attacks have significantly evolved from simple viruses, such as viruses and worms,
to multi-vector campaigns that combine technical, organizational and
psychological methods. The development of clouds, mobility, IoT and industrial
systems (OT/ICS) has expanded the attack surface, and the economization of crime
(cybercrime as a service) has made attacks larger and more accessible. In such
conditions, it is important for enterprises, especially critical infrastructure, to
monitor these changes in order to adapt in time.

This acceleration of threat evolution is due to the influence of the following
factors:

first, the development of cloud technologies and mobility and, as a result,
blurred perimeters, the complexity of access control. This poses challenges for
enterprises in identification, in particular multi-factor, privilege management

(PAM);



secondly, IoT and OT/ICS, new vulnerable protocols and devices, long
equipment life cycle. This poses challenges for enterprises in OT segmentation,
anomaly monitoring, patch management in industrial networks;

thirdly, cybercrime services (Crime-as-a-Service) and lowering the “entry
threshold” for attackers. This poses challenges for enterprises in proactive threat
intelligence, blocking criminals’ infrastructure;

fourthly, the human factor and social engineering, bypassing technical
barriers through the user. This poses challenges for enterprises in training, phishing
simulations, and least rights policies.

Given the above, the development of a comprehensive strategy for ensuring
the digital security of an enterprise is of particular importance, the formation of
which should begin with identifying key risks and opportunities in the digital
environment, analyzing the current level of digital maturity of the enterprise, and
forming strategic goals aimed at ensuring the continuity of business processes and
protecting critical data.

A digital security strategy should be based on a proactive approach that
organizations take to mitigate the impact of cyber threats and disruptions on their
operations, data, and reputation. It also includes implementing a combination of
technical controls, employee training, incident response plans, and collaboration
with cybersecurity partners to strengthen protection and ensure business continuity
in the face of cyberattacks. A digital security strategy aims to build adaptive and
flexible business processes that can effectively withstand and recover from cyber
incidents.

Based on research [1-10], the following conditions and measures can be
identified for the successful implementation of strategic digital security initiatives.

First, one of the most effective ways to improve digital security is to invest
in cybersecurity training and education for employees. It is necessary to ensure that
regular training sessions are held to familiarize staff with common cyber threats,

phishing scams, and data protection best practices. Equipping employees with the



knowledge and skills to identify and mitigate risks will help create a culture of
cybersecurity awareness throughout the organization.

Second, it is important to implement multi-layered security measures. A
robust cybersecurity strategy should include multi-layered protection against
different types of cyber threats. Firewalls, antivirus software, intrusion detection
systems, and encryption technologies should be implemented to protect network
infrastructure and sensitive data. In addition, you should consider implementing
multi-factor authentication to provide an additional layer of protection for user
accounts and prevent unauthorized access.

Third, it is advisable to keep software and systems up to date. Outdated
software and systems are often vulnerable to cyberattacks due to known security
vulnerabilities. It is necessary to ensure that all software applications, operating
systems and firmware are regularly updated with the latest patches and fixes. A
patch management process should be established to monitor updates and apply
them promptly to minimize the risk of cybercriminals exploiting vulnerabilities.

Fourth, you should pay attention to conducting regular security audits and
risk assessments. Regular security audits and risk assessments are important for
identifying weaknesses in business systems and processes. Comprehensive
assessments should be conducted to identify potential security gaps, analyze
existing controls, and prioritize remediation. Through proactive risk management,
an enterprise’s digital resilience can be significantly strengthened and the
likelihood of cyberattacks reduced.

Fifth, it is important to develop incident response plans. Despite all measures
to prevent cyberattacks, the enterprise must be prepared to respond effectively in
the event of a security incident. Response plans should be developed that define
roles, responsibilities, and procedures for detecting, containing, and mitigating
cyberthreats. Regular training exercises and simulations should be conducted to
test the effectiveness of these plans to ensure that personnel are prepared for real-

world scenarios.



Sixth, one of the key conditions for the success of digital resilience activities
is to facilitate collaboration with cybersecurity partners. Collaboration with
cybersecurity partners, such as managed security service providers (MSSPs) or
consultants, can provide additional expertise and resources to enhance digital
resilience. It is necessary to involve reputable companies to conduct security
assessments, develop customized solutions, and provide ongoing support and
monitoring. Using external expertise allows you to strengthen your company’s
cybersecurity position and stay ahead of new threats.

Taking into account the fact that railway transport enterprises have many
physical objects (locomotives, stations, depots) that may be vulnerable to attacks
through IoT devices, SCADA systems, it is necessary to strengthen the system for
countering cyber threats by digital monitoring of critical objects. This can be
practically implemented by installing digital sensors with a secure data
transmission channel, using AI/ML to predict incidents (network overload or
unauthorized access attempts), integrating with the CERT-UA unit of the State
Special Communications Service for a prompt response to cyber incidents. Also,
blockchain technologies can be used to protect logistics data, and backup digital
platforms for traffic management in the event of an attack. To form and develop a
culture of digital resilience, it is advisable to introduce gamification of
cybersecurity training for employees.

At the first stage of developing and implementing a strategy for ensuring
digital security of railway transport enterprises, risks should be analyzed by
identifying critical assets (traffic control systems, dispatch centers, databases),
assessing potential threats (cyberattacks, insider risks, technical failures), and using
ISO 31000 and NIST Risk Management Framework methodologies (Fig. 2).

The second stage involves the selection of tools, namely: SIEM for
centralized monitoring; EDR/XDR for protecting workstations and servers; Zero
Trust for access control; SOAR for automated response; UEBA for analyzing

personnel behavior; backup and Disaster Recovery for transportation continuity.



Stage 1. Risk
analysis

Identification of critical assets (traffic control systems, dispatch centers,
databases).

Assessment of potential threats (cyberattacks, insider risks, technical failures).
Use of ISO 31000, NIST Risk Management Framework methodologies

Stage 2. Selection

SIEM for centralized monitoring.
EDR/XDR for workstation and server protection.
Zero Trust for access control.

of tools — SOAR for response automation.
UEBA for personnel behavior analysis.
Backup and Disaster Recovery for transportation continuity
Development of Incident Response Plans.

Stage 3. . o

o B Business Continuity Plans.
rganizational 1, 1o entation of crisis protocols f trol cent lar audits and
measures mplementation of crisis protocols for control centers, regular audits an

testing of systems

Stage 4. Staff
training

Cyber hygiene training for dispatchers, drivers, and technicians.
Phishing attack simulations.

Training in how to respond to a cyber attack or system failure.
Building a culture of responsibility for digital security

Stage 5. Testing
and improvement

Conducting penetration tests to identify vulnerabilities.
Tabletop exercises.

Assessing the effectiveness of tools and policies.
Making changes based on test results

Stage 6. Audit and
performance
evaluation

Use of KPIs: RTO (Recovery Time Objective) — recovery time after an
incident; RPO (Recovery Point Objective) — acceptable level of data loss;
number of incidents and response time.

Regular external and internal audits.

Reporting to management and government agencies

Basic level (infrastructure
protection)

Operational level (process

protection) HR level (employees)

implementing an information

security policy for all
employees

data backup and disaster recovery
plan

staff training (cyber
hygiene training)

use of antivirus systems,
firewalls and intrusion
detection systems

real-time monitoring of IT
infrastructure

network segmentation, i.e.
separation of critical systems
from office systems

access management (multi-factor
authentication, role-based access
rights)

attack simulations
(testing employees'

| readiness to respond to

incidents)

regular software updates and
patch management

security audit (regular checks of
systems and processes)

clear rules for using
corporate devices (USB
media, mobile phones)

Innovation  artificial blockchain digital certificates IoT monitoring of
level intelligence for solutions for and electronic wagons and
(digitalization analyzing Ll protecting | document 1 locomotives with a

of processes anomalies in cargo and management for secure data
system behavior contract data clients transmission channel

Fig. 2. Strategy for ensuring digital security of railway transport enterprises

(developed by the authors)

Organizational measures are the third stage, which includes the development

of Incident Response Plans, Business Continuity Plans, implementation of crisis

protocols for control centers, regular audits and testing of systems.




The fourth stage is training personnel through cyber hygiene training for
dispatchers, drivers, and technicians, simulations of phishing attacks, training in
actions in the event of a cyber-attack or system failure, and forming a culture of
responsibility for digital security.

The fifth stage is testing and improvement, which includes: conducting
penetration tests to identify weaknesses; tabletop exercises; assessing the
effectiveness of tools and policies; and making changes based on test results.

The sixth stage is audit and performance assessment using KPIs (RTO
(Recovery Time Objective) — recovery time after an incident; RPO (Recovery
Point Objective) — acceptable level of data loss), assessment of the number of
incidents and response time, regular external and internal audits, reporting to
management and government agencies.

An important component of the strategy is the formation of a multi-level
system, ranging from basic to innovative levels. The basic level is infrastructure
protection, which involves the implementation of an information security policy
for all employees, the use of antivirus systems, firewalls and intrusion detection
systems (IDS/IPS), network segmentation (separation of critical systems (SCADA,
traffic control) from office systems), regular software updates and patch
management.

The operational level is the protection of processes through data backup and
a disaster recovery plan (Disaster Recovery Plan), real-time monitoring of IT
infrastructure (SIEM systems), access management (multi-factor authentication,
role-based access rights), and security auditing (regular audits of systems and
processes).

HR level (employees), namely: staff training (cyber hygiene training
(phishing, social engineering)); attack simulations (checking employees' readiness
to respond to incidents); clear rules for using corporate devices (USB drives,
mobile phones).

The innovation level is enabling and includes digitization of processes by

using artificial intelligence to analyze anomalies in system behavior, blockchain



solutions to protect cargo and contract data, digital certificates and electronic
document flow for customers, IoT monitoring of wagons and locomotives with a
secure data transmission channel.

The IT department (technical solutions, monitoring), management (strategy,
budget, control), HR department (staff training), and external consultants (audit
and 1implementation of innovative solutions) will be responsible for
implementation.

Conclusions. 1t was found that the digital transformation of railway transport
enterprises, on the one hand, provides increased efficiency and competitiveness,
and on the other hand, creates new risks associated with cyber threats and technical
failures. It was proven that to ensure the stability and continuity of business
processes, a multi-level approach to digital security is necessary, which includes
technical, organizational and personnel measures. It was substantiated that the
strategy for ensuring digital security should include the stages of risk analysis,
implementation of modern protection tools, organizational planning, personnel
training, system testing and efficiency audit. It was established that a multi-level
digital security system should cover the basic level of infrastructure protection, the
operational level of processes, the HR level of employees and the innovative level,
which involves the use of artificial intelligence, blockchain solutions and IoT
monitoring. It was emphasized that the implementation of such a strategy allows to
increase the digital stability of railway transport enterprises, minimize risks and

ensure the protection of critical data.
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