Enexmponnuit scypnan «Egpekmuena ekonomika» 6Kni0ueHo 00 nepeniky Haykogux gaxoeux
eéuodansv Ykpainu 3 numans exkonomiku (Kamezopia «b», Haxa3z Minicmepcmea oceimu i
nayxku Ykpainu Ne 975 ¢io 11.07.2019). Cneuyianvnocmi — 051, 071, 072, 073, 075, 076, 292.
Edexmuena exonomika. 2026. Ne 2.

ISSN 2307-2105

Copyright © The Author(s). This is an open access article distributed under the
@ G} terms of the Creative Commons Attribution License 4.0
(https://creativecommons.org/licenses/by/4.0/).

DOI: http://doi.org/10.32702/2307-2105.2026.2.158
VIIK 330.1:342.5

V. Varenyk,
Postgraduate student of the Department of Economics, Finance and
Accounting, Private Higher Education Establishment "European University"

ORCID ID: https.//orcid.org/0009-0002-9777-4899

SUPERVISED MACHINE LEARNING ALGORITHMS FOR
FINANCIAL MONITORING

B. B. Bapenuk,
acnipanm xagheopu eKoHoMiKU, QiHancie ma 001K,

Tpusamnuuii 6uwyuii HaguanbHUll 3aK1a0 « €8poneticbKull YHigepcumemy»

AJI'OPUTMHU KOHTPOJIBOBAHOI'O MAIIMHHOI'O HABYAHHA
B ®PIHAHCOBOMY MOHITOPUHIY

Global digitalization of financial transactions, increase in transaction speed
and number leads to impossibility of financial institutions to fulfill requirements in
the field of financial monitoring without introduction of automated transaction
verification. Therefore, the purpose of the article is to analyze the possibility of

using supervised machine learning algorithms in automation systems of primary



financial monitoring entities. The use of machine learning will allow not only to
optimize the internal resources of institutions, which are necessary for processing
transactions, but also to increase the transparency of the distribution of financial
transactions into classes of ordinary or risky transactions, which will have a
positive impact on proving to state regulators the functioning of an effective risk
management system in the institution in the field of combating money laundering
and terrorist financing. The results of the study revealed that logistic regression,
Naive Bayes and CART meet the requirements of reporting institutions in the field
of financial monitoring regarding the efficiency of assessing new transactions,
transparency of interpretation of the distribution of elements into classes and
flexibility in the settings of machine learning algorithms. It has been established
that the k-NN and SVM algorithms have limitations when used in automation
systems, which are explained by the low speed of learning models based on these
algorithms, the need for institutions to have significant technical resources to
calculate the classification results, and the impossibility of visually interpreting the
results of transaction classification. It has been proven that logistic regression and
Naive Bayes are not able to detect complex nonlinear dependencies, therefore their
use in information systems of financial institutions requires constant updating of
the data set on which the model is trained, and the presence of an alternative
classification tool aimed at identifying complex money laundering schemes. As an
additional technique for monitoring complex financial transactions, k-NN and
SVM algorithms can be used, since the specifics of their work allow detecting
complex relationships between many features of elements. If a reporting institution
has resource constraints in financial monitoring and needs to use only one
supervised machine learning algorithm, the logical choice is to use a model based
on the CART technique, which combines simplicity of calculation with the ability to

search for complex nonlinear relationships.

Inobanvna yughposizayis @inancosux onepayit, 3pPOCMAHHA WBUOKOCHI

Mpau3akyiti ma ix KilbKOCMi npu3eo0ums 00 HEMONCAUBOCMI BUKOHAHHS



Qinancosumu ycmanogamu eumoe y cgepi pinancoso2o Mouimopuney 6Oe3
3aNpoBaA0NCEHH ABMOMAMU308AHOT Nnepegipku mpaHu3akyiu. Biomak, memoro
cmammi € aHani3 MOJNCAUBOCMI 3ACMOCYBAHHA AN20OPUMMIE KOHMPOAbOBAHO20
MAWUHHO20 HABYAHHA 6 Ccucmemax asmomamusayii cyb’€Kmié nepeuHHo20
@inancosoco monimopuney. Buxopucmanus mMawuHHo020 HABYAHHS 00360JIUMb He
Juule ONMmuMizy8amu 6HYmMpIuHi pecypcu YCmanos, sKi HeoOXiOHI 0l 00poOKuU
mpau3axkyiv, a U niosuwyums Npo30picms po3noodiny iHaHcosux onepayii Ha
KNacu 36U4atiHUX abo pu3UKO8UX MPAH3AKYIU, WO HNO3UMUBHO 6NJUHEe HA
008€0eHHs 0EePAHCABHUM Pe2YIAMOPaM (DYHKYIOHYBAHHA 8 YCMAHOBI eqheKmuUsHOI
cucmemu YnpasuiHHA pusuxamu 6 cghepi npomuodii 8IOMUBAHHIO KOWMIE ma
Ginancysannio mepopusmy. 3a pe3yromamamu  OOCHIONCEHHS BUABLEHO, U0
nocicmuyna peepecis, Naive Bayes ma CART sionogioaroms eumozam 38imMHUX
yemarnos y cghepi pinanco020 MOHIMOPUHEY WOOO ONEPAMUBHOCE OYIHKU HOBUX
MpaH3axkyitl, npozopocmi iHmepnpemayii po3nooily eremeHmié Ha KIacu ma
CHYUKOCMI 6 HANAUIMYBAHHAX pOoOOMU  ANCOPUMMIE MAUUHHO20 HABYAHHSL
Bcmanoeneno, wo aneopummu k-NN ma SVM  wmaroms obmedcenHs npu
BUKOPDUCMAHKHI 6 Ccucmemax aemomamu3ayii, SAKi NOSACHIOIOMbCA — HU3bKOIO
WBUOKICMIO  HABYAHHA  MOOeNel, 3ACHO8AHUX HA  OAHUX  alcOpummax,
HeoOXIOHICMIO HASAIBHOCMI 8 YCIMAHO8 3HAYHUX MEXHIUHUX PecypCie 051 00UUCTeHHS
pe3yaibmamis  Kiacugikayii ma  HeMONCIUBICMIO  HAOYHOI  iHmepnpemayii
pe3ynvmamis karacugikayii mpauzaxkyiu. /losedeno, wo no2icmuyna pezpecis ma
Naive Bayes ne 30amui uAIAMU CKIAOHI HENIHIUHI 3ANENCHOCMI, MOMY iX
BUKODUCMAHHA 6 [HpopMayitinux cucmemax IiHaHco8Ux ycmano8 nompebdye
HOCMIUHO20 OHOBNIEHHA HAOOPY OAHUX, HA AKUX 30IUCHIOEMbCS HAGYAHHS MOOEII,
ma HAs8HICMIO ANbMEPHAMUBHO20 [HCIMPYMEeHm) Klacugikayii, cnpsamosanozo Ha
i0enmuikayiro CKIAOHUX cXeM BiOMUBaHHs Kowmie. B saxocmi 0odamkogoi
MEeXHIKU MOHIMOPUHSY CKAAOHUX (DIHAHCOBUX MPAH3AKYIU MONCYMb  Oymu
suxopucmani anreopummu k-NN ma SVM, ockineku cneyughika ix pobomu 0036015€
BUABNIAMU CKIAOHI 83AEMO38 'A3KU Midc Oazamvbma o3nakamu enemenmis. [lpu

HAA6HOCMI 8 36IMHOI YCmMaHO8U 3 (DIHAHCOB020 MOHIMOPUHSY DeCypCHUX



obmedxcenb ma  HeoOXIOHOCMI  GUKOPUCMAHHA — Juule O00HO20  AN2OPUMMY
KOHMPONIbOBAHO20 MAWMUHHO20 HABYAHHA, JIOIYHUM BUOOPOM € BUKOPUCAHHS
mooeni Ha ocuoei mexniku CART, sxa noednye npocmomy o00OuUCNeHHA 3

MOIACIUBICINIO NOULYKY CKIIAOHUX HENTHIUHUX 63AEMO38 SA3KIE.

Keywords: financial monitoring, supervised machine learning, risk,
transaction analysis, primary financial monitoring entity, automation system.

Knmwwuoei cnosa: ¢hinancosuii Mmouimopume, KOHMPOIbOBAHE MAWUHHE
HABYAHHA, pPU3UK, AHANI3 MPAH3aKYil, Ccy0’'€Km NnepeuHHO20 YIHAHCOB020

MOHIMOPUHRY, CUCTNEMA a8MOMamu3ayii.

Problem statement. Ongoing monitoring of business relationships and
customer financial transactions, in accordance with national and international
financial monitoring requirements, is an integral part of Customer Due Diligence
measures. Reporting entities must analyze financial operations for consistency with
available customer information and identify suspicious transactions that may
indicate potential money laundering or terrorist financing attempts. Reporting
institutions are obligated to document the measures taken regarding transaction
monitoring by maintaining relevant electronic documents and records. This
approach should facilitate the most rational and efficient use of the financial
institution's resources and demonstrate to regulatory authorities that decisions
based on transaction monitoring are evidence-based and stem from comprehensive
analysis. Therefore, when selecting automation tools for financial transaction
analysis, institutions should choose solutions that balance operational efficiency
with the explainability of the decisions made. Models based on supervised machine
learning algorithms meet these requirements. Consequently, prior to implementing
these algorithms, it is essential to evaluate their core operating principles and the
feasibility of their practical integration into the automation systems of reporting

institutions.



Analysis of research and publications. Numerous researchers have
dedicated their scientific works to the application of supervised machine learning
algorithms for data classification. However, these studies have typically focused on
fields unrelated to anti-money laundering (AML) or countering the financing of
terrorism (CFT). Specifically, Zacharis N. Z. utilized the CART decision tree
algorithm to predict student performance [13]. A research team led by Panda, N. R.
analyzed a logistic regression model for application in the healthcare sector [10].
The study by Roy, A. and Chakraborty, S. addressed the use of Support Vector
Machines (SVM) for structural reliability analysis [11]. The work of Xu, S.
focused on measuring the performance of three variants of the Naive Bayes
algorithm for text classification purposes [12]. Cherif, W. demonstrated the
effectiveness of the k-NN algorithm for breast cancer diagnosis [5]. Consequently,
the use of supervised machine learning algorithms for financial monitoring

purposes remains insufficiently explored.

Formulation of the article's objectives. The aim of this article is to
investigate the feasibility of applying supervised machine learning algorithms
within the automation systems of primary financial monitoring entities to ensure
compliance with requirements for analyzing financial transactions for potential

money laundering or terrorist financing risks.

The paper main body. Logistic regression is a supervised machine learning
algorithm that predicts the probability that an object belongs to a particular class.

Despite its name, the algorithm is used for classification purposes.

At the first stage of calculating logistic regression [2, p. 3], a linear

combination of features is calculated:
Z=wy+wixy +wrxy + 0+ wyxy (1)
where z — weighted sum of features;
x — feature specified in the dataset;

w — weight coefficient.



When used in financial monitoring automation systems, the product of the
weight coefficients of all transaction risk indicators allows obtaining an overall risk
scoring of a financial transaction.

In the second stage, a logistic (sigmoid) function is used to determine the

probability coefficient:

P = 1

- 1+e~ 2

2)
where P — probability coefficient;

e — Euler's number.

The use of Euler's number simplifies model training via gradient descent,
which is employed to find the optimal weighting coefficients. If the weighted sum
is a large positive number, e~? tends toward zero, and the probability score
approaches «1». In the context of transaction analysis for financial monitoring,
such a result indicates a high risk of money laundering. Conversely, if the weighted
sum is a large negative number, e~ becomes significantly large, and the
probability score approaches «0». In terms of financial monitoring, this result
indicates a low risk of money laundering.

At the last stage of the calculation, the model receives a probability value of
the object belonging to a certain class, which is in the range from «0» to «1». For
AML/CFT, there will be only two classes — suspicious or ordinary financial
transaction. The specific threshold above which a transaction will be identified as
suspicious is set in the internal policies of a specific subject of primary financial
monitoring, taking into account the risk appetite of the financial institution.

To train a model based on the logistic regression algorithm, the logistic loss
function is used [2, p. 3]:

Ly,p) = [y In() + (1 — ) In(1 — p)] 3)
where L — the logistic loss;

y — actual class label from the dataset;

p — model prediction given by the sigmoid function.



To avoid overtraining the model, two regularization options are used: L1-
regularization (Lasso), which reduces the values of insignificant features, or L2-
regularization (Ridge), which reduces the weight coefficients but leaves them in
the resulting part of the model.

A popular probabilistic supervised learning algorithm is Naive Bayes, which
is based on Bayes' theorem. The algorithm is called "naive" because it assumes
complete independence of the features being studied. The general Bayes formula

has the following form [4, p. 3]:
P(x|C)P(Cy)

ZizlP(xIC;)P(Ci)

P(Cilx) = 4)

where P(C;|x) — posterior probability (i.e. the probability that a transaction
is suspicious given the observation of x features);

P(x|C;) — probability of observing characteristics x given that the
transaction is suspicious;

P(C;) — a priori class probability (i.e. the overall probability of a transaction
being suspicious, based on analysis of historical data);

P(x|C;)P(C;) —total probability of observing trait x in the entire sample.

Naive Bayes classification is based on the application of the maximum
likelihood principle to classify an object into the most likely category. Since the
denominator in formula (4) is the same for all classes, the overall probability of a
suspicious transaction can be expressed as the product of the individual
probabilities:

P(¢i|x) = Max{P(¢c1|x), P(cz]x) ... P(cn )} )

For financial monitoring purposes, a model based on Naive Bayes multiplies
the total frequency of suspicious transactions by the probability of suspicion of
each feature in the analyzed transaction. The result obtained is compared with the
probability that the transaction is not risky, and the higher probability is selected.
Thus, the model classifies each analyzed financial transaction as suspicious or

normal. A potential problem with the use of Naive Bayes for AML/CFT purposes



is the situation when a certain feature in the training set does not contain signs of
risk, but transactions with such a feature are actually recognized as risky by
employees of primary financial monitoring entities. In this case, the model will
assign a risk probability of «0» to such a feature, which will mean setting a zero
risk value for the transaction as a whole and classifying it as «normal» even in
cases where the risk probability determined for other features of the transaction is
high. To avoid the «zero probability» problem, Laplace Smoothing is used, which
adds a small number to each probability calculation and does not change the
overall classification of the financial transaction.

Machine learning algorithms based on decision trees predict the value of a
target variable by learning decision rules. These rules, in turn, are derived from the
features of the training data set. A node in the tree corresponds to a test for an
attribute, a branch of the tree represents the test result, and a leaf of the tree
contains the label of the predicted class. The prediction obtained from a decision
tree 1s explained by a series of rules. The main components of any decision tree are
a selection criterion and a stopping rule. For a categorical target variable, the
selection criterion can be the classification error, the Gini index, or the information
entropy. The Decision Tree searches among all predictor variables at all possible
split points to find the optimal split that meets the given selection criterion. The
algorithm repeats the split of objects recursively until the stopping rules take effect
[14, p. 1050-1051].

A feature of the decision tree based on the CART (Classification and
Regression Tree) algorithm is the generation of only two leaf nodes at each step of
creating the tree. Accordingly, the objects of the study are divided into a part for
which the rule is fulfilled and a part in which objects for which the rule is not
fulfilled are collected. The selection of the optimal rule is achieved through the
function of assessing the quality of the data set discrimination, which is based on
the calculation of the Gini index. CART works on the principle of minimizing
heterogeneity, therefore the algorithm for division selects the smallest weighted

sum of the Gini index for both formed branches. For the purposes of financial



monitoring, CART divides transactions into the class of “regular transactions” and
the class of “risky transactions” by analyzing all possible features of a financial
transaction and all possible values of each feature. The result of the analysis is the
determination of potential cut points. The algorithm selects the cut point at which
the Gini index is minimal.

The Gini index formula is defined as follows [9, p. 544]:
n
Gini(D) =1 — z p? 6)
j=1

where Gini(D) — Gini index for a data set D;
n — total number of classes in the dataset D;

P; — proportion (probability) of objects of class j in a node.

When dividing the data set D into two subsets (a class of “normal”
transactions and a class of “suspicious” transactions), the values nl and n2 will

represent the number of objects in subsets D1 and D2 respectively:
Gini(D) = % Gini(Dy) + % Gini(D,) (7)

The specificity of the CART algorithm allows the model to detect complex
nonlinear dependencies and combinations of features. Accordingly, the usefulness
of the model for analyzing transactions for AML/CFT risks lies in the ability to
identify typologies of money laundering, examples of which may not be explicitly
contained in the training data set. In addition, the presentation of the analysis
results in the form of a hierarchical rule structure provides a visual interpretation of
the results, which is useful for proving the presence of an effective financial
monitoring system to auditors or regulators.

Another popular machine learning algorithm for classification is called
support vector machines (SVM). Using hyperplanes and kernel functions, the
algorithm determines the optimal hyperplane for the distribution of two classes.
SVM aims to form the best boundary or hyperplane that divides the n-dimensional
space into different classes, placing new objects in the appropriate classes. The

closest data points that affect the position of the hyperplane form support vectors.



The algorithm chooses the hyperplane with maximum margins, which maximizes
the distance between two data points of different classes.

In the case of the possibility of dividing objects of two classes by a straight
line, a linear type of SVM (or “hard margin SVM”) is used. In this case, the data
set for training the model, which consists of n-points, can be represented as the

following formula:

{(x13f'1), (x2Y2) ... (ann)} )

Each point (x;) — is a p — dimensional vector normalized by the values [-1,
1]. Accordingly, y; takes the value «-1» or «1», depending on the class to which

the point x; belongs. The perpendicular to the hyperplane is denoted by «w». The

parameter ﬁ s equal in modulus to the distance from the hyperplane to the origin

[5, p. 278].
Considering the above, the optimal distribution hyperplane can be described
as:
w-x+b=0 9)
The formulas for the two support vectors will be as follows:
w-x+b=1 (10)
w-x+b=-1 (11)
Since in “hard-margin SVM” the training data set can be linearly partitioned,
the algorithm will choose hyperplanes such that there is no point from such
training data set between them. After solving this problem, the algorithm

maximizes the distance between hyperplanes. The width between support vectors

1S ﬁ, so for maximum performance of the SVM algorithm model, the value of

[|w|| needs to be minimized.

When classifying objects, errors are possible that will not allow for a linear
distribution of data. The solution to this problem is to add attenuating variables to
the objective function. The use of the SVM algorithm, in which the goal of the

model is to correctly classify most objects, but not all objects, is called “SVM with



a soft margin”. The value of the marginal error can be set by the financial
monitoring entity independently, based on the risk appetite in the field of
AML/CFT and the available resources for further processing of detected suspicious
transactions.

Another problem of using the SVM algorithm is the possible presence of
markers of different classes in the sample objects. For the correct classification of
such elements, data mapping is used, in which, using kernel functions in the
nonlinear type of SVM, objects are transformed into a higher-dimensional space in
which there is a linear class separator. For mapping, the “kernel trick” method is
usually used, the essence of which is the change of scalar products of points to a
nonlinear kernel function, which is a scalar product of a higher-dimensional space
[6, p. 283]. Kernel functions based on the “kernel trick” are a multilayer perceptron
(sigmoid function), homogeneous and heterogeneous polynomials, Laplacian
(exponential) function, spline, and Gaussian radial basis function. In addition, it is
possible to use kernels based on Fourier series, B-splines, ANOVA splines, tensor
products or additive kernels [1, p. 48].

The last machine learning algorithm that will be analyzed in this study is k-
nearest neighbor (k-NN). The algorithm i1s used for both classification and
regression purposes. When classifying, the method sequentially performs three
main stages of analyzing a new object: it calculates the distances between the new
object and the existing classified objects in the feature space, finds the nearest
neighbors of the new object, and classifies the new object based on the belonging
of the nearest objects to a certain class. For an existing data set, the algorithm
predicts the correlation between new elements and existing elements of the model,
and based on this correlation, classifies new elements into the category that best
matches them. A feature of the k-NN algorithm is that the training process starts
only at the moment when there is a need to classify new elements. Therefore, the
training phase in k-NN includes only the storage of feature vectors and class labels
for each data object. The k-nearest neighbor method is non-parametric, so in k-NN

there 1s no predefined relationship between the input and output data [3, p. 3].



The main parameters of k-NN that affect the efficiency of the algorithm are
the choice of the approach to calculating the distance between the model elements
and the choice of the number of elements closest to the new object (parameter
«k»). Typically, the distance from a new data element to each of the existing model
elements is measured in the k-NN algorithm using the Euclidean distance.

The Euclidean distance between objects «p» and «g» by «n» features can be

calculated using the following formula:

d(p,q) = \/i(f:'h —p1)?+ (g2 —p2)? + -+ (g — Py)? (12)

The position of an object in n-dimensional Euclidean space is represented by

a Euclidean vector. Therefore, «p» and «g» are Euclidean vectors that originate
from the coordinates of the space, and the ends of the vectors define two points [8,
p. 355].

In the case of a large difference in values between different types of
explanatory variables, the Euclidean distance between the elements of the model
will significantly depend on the features with larger ranges. To level this effect, the
k-NN algorithm uses normalization. The main options for normalization are Z-
normalization and minimax normalization [7, p. 16]. The minimax normalization
formula leads to the fact that all values of the point «x» will be in the range from

«0» to «1»:

x—-min(x)

(13)

Knew = max(x)—min(x)

where x,,.,, — new feature value obtained after normalization;

x — feature value before normalization;

max(x) — maximum value in a data set;

min(x) — minimum value in a data set.

When using Z-normalization, most of the normalized feature values will be
in the range (—30; 30). The normalization formula of this type has the following

form:

Xnew = — (14)



where x,,.,, — new feature value obtained after normalization;
x — feature value before normalization;

i — sample mean;

o — standard deviation value.

The second critical element of the k-NN algorithm is setting the value of the
parameter «k», which determines the number of elements closest to the object that
already have a class label and that will be selected by the method to identify the
class of a new data point. A large value of «k» reduces the influence of variance
caused by random error. However, this creates the risk that the model will ignore
small but important patterns. At the optimal value of «k», the algorithm finds a
balance between underfitting and overfitting. To achieve this balance, in many k-
NN studies, the parameter «k» is equal to the square root of the number of
observations in the training data set [15, p. 2].

For the purposes of use in automated financial monitoring systems, the k-
NN algorithm classifies a new transaction by comparing it with the «k» number of
previously classified transactions that have the most similar feature parameters to
the new transaction. Thus, the algorithm tries to determine how typical the
financial transaction to be classified is. If a new object is in a space where there are
no classified elements nearby or such elements have a «suspicious» label, the
financial transaction is also classified as «suspicious.

Conclusions. The use of supervised machine learning algorithms in
automation systems of primary financial monitoring entities depends on the
efficiency of assessing a new transaction for the risk of money laundering or
terrorist financing, the possibility of transparent interpretation of the assessment
results, and the ability to configure the algorithm by reporting institutions in the
field of AML/CFT, based on the overall risk appetite and resources of the financial

institution.

The logistic regression forecast is based on the calculation of a linear

combination of features and a sigmoid function. The model is trained using



gradient descent, which is used to identify the best weights for each AML/CFT risk
feature. Identification of risky transactions using the Naive Bayes algorithm is
carried out by multiplying the total frequency of suspicious transactions by the
probability of suspicion of each feature in the analyzed transaction. The resulting
product is compared with the probability that the transaction is not risky, after
which the financial transaction is classified. The CART algorithm is a variation of
the decision tree, in which binary classification is performed, and the distinction of
the data set is based on the calculation of the Gini index. The above characteristics
of logistic regression, Naive Bayes and CART meet the requirements for
algorithms used by primary financial monitoring entities in automation systems.
When using a single algorithm in an automation system, it is advisable to use
CART, since in this technique the speed of calculation is combined with the

identification of complex relationships between transaction features.

The k-NN algorithm is based on calculating the Euclidean distance from a
new data element to each of the existing elements. The number of elements closest
to the object is an important factor in the performance of the model and can be
determined by calculating the square root of the number of observations in the
training data set. The SVM algorithm is aimed at creating the best hyperplane that
divides objects into classes. In the case of the presence of markers of different
classes in the objects, data mapping is used, in which the nonlinear type of SVM
uses kernel functions to transform objects into a higher-dimensional space in which
there is a linear class separator. Accordingly, the use of k-NN and SVM in
automated AML/CFT systems is limited by the speed of model training,

computational complexity, and complexity of interpreting the results obtained.

Prospects for further research include the analysis of techniques for
evaluating the performance of supervised machine learning algorithms and the
study of the effectiveness of models based on supervised machine learning

algorithms using specific data sets from the field of financial monitoring.
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