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B. B. F'oaoBauko,

3p00yBay Bumoi ocBiTH dakyAbTETY MaTEMaTHUKM Ta LU(POBUX TEXHOAOTIH,
AepsraBHuit Bumyit HaBYaABHNIL 3aKAAA "YIKTOPOACHKMII HalllOHaABHMI YHIBEpCcuTET"

BE3NEYHUI MEHEASKMEHT IT IHOPACTPYKTYPU 3 BUKOPUCTAHHSIM VLAN

In the conditions of military operations in Ukrainian enterprises, the security and reliability of IT
infrastructure become particularlyimportant. This is because the use of VLANs (Virtual Local Area Networks)
is an effective tool for ensuring security andresource allocation. Its application is entirelyreasonable even
in the context of military operations. This is because it allows for minimal costs: physically divide the network
into logical segments based on business processes, configure access control rules for data based on
business processes, and create redundant paths for data transmission based on business processes in
case thereis arisk of damage or destruction of parts of the network infrastructure, and establish priorities
for differenttypes of traffic based on business processes. The use of VLANs shapes secure management,
whose basic features and processes differ from traditional ITinfrastructure management. These outlined
differences lead to specific transformations like all business processes within an enterprise. Therefore,
theresearch is focused on identifying the peculiarities of secure ITinfrastructure managementusing VLANs
and identifying the characteristics of itsimpact on the nature of business processes within the enterprise.
Research results have demonstrated that VLAN forms a secure management of IT infrastructure, which is
a complex of technologies, principles, methods, and tools that are developed to ensure the security and
efficiency of managing the information technology infrastructure of an enterprise, adapting its business
processes to the conditions of military operations. This adaptation is achieved through processes such as
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scaling, network segmentation, access control to data, andtraffic labeling. The conclusions drawn indicate
that the adaptation of business processes to the conditions of military operations results in their
transformation, characterized by the following features: physical division of the enterprise network into
logical segments, where unique format business processes can be formed in each segment; optimization
ofdata flowmanagementbased on business processes; determination of user groups with different levels
of access to network resources and data based on business processes; acquiring the ability to flexibly
expand and adapt the network infrastructure to the needs of business process owners.

B ymoBax BilicbKOBUX il Ha nignpueMcTBax Ykpainm 6e3neka T1a HagihHicTs IT iHppacTpykTypu cTarots
oco6uBo Baxumeumn. Lie 3ymoBnerne tum ¢pakrom, o BukopuctarHs VLAN (Virtual Local Area Networks)
€ epekTnBHUM iHCTPYMEeHTOM 3abe3ane4yeHHs1 6e3nekn i po3noginy pecypcis. Le € Lisikom 4oLisibHUM HaBiTb
BYMOBaXx BiiCbKOBUX Aili, OCKiJIbKN [O3BOJISIE 3 MiHIMasibHUMU BUTPAatamu: piaN4HO po3aiimTn Mepexxy Ha
JI0riYHi cermeHTN 3a Gi3Hec-npouecamu; HaaalTyBaTH NPaBnsia KOHTPOJIIO 4OCTYIy A0 AaHnx 3a Gi3Hec-
npowecamu; CTBOPUTU PE3epPBHI LNsIXy 4Ng nepeaadi gaHnx 3a 6isHec-npouecamm, IKLLO ICHYE PU3NK
MOLUKOMKEHHSI a00 3HULLIEHHST YaCTUHUN MepeXeBoi iHppacTpyKTypn; BCTaHOBMOBATH npiopuTeTy ans
Pi3Hux Tunie Tpagiky 3a 6isHec-npouecamu. PakTnyHo, BukopuctaHHs VLAN ¢popmye 6e3neyHnii MeHen-
JKMEHT, 6230Bi pyCU Ta NPOLIeCU IKOro Biapi3HSIIOTbCS Big KNacu4YHoro meHemkmeHTy IT-iHgppacTpykrypun.
OxpecneHi pi3Hnui npu3soasaTs 40 crieungiyHnx TpaHcgopmaLiii B npupoAi Bcix 6isHec-npouecis nigrnpue-
McTBa. Bigrak, gocnigkeHHs cripssMoOBaHe Ha BU3Ha4YeHHs 0COb6nMBocTeri 6e3rneyHoro MeHeg)xmeHTy IT-
iHgppactTpykTypm 3 BuxkopucradHsam VLAN Ta ineHTuikaLito ocobsmeocTeii ioro Brumey Ha npupoay 6izHec-
npodueciB nignpuemcTBa. 3a pe3ynbrataMmu 4OCHifKeHHs oBedeHo, uwo VLAN ¢popmye 6e3neqHnii me-
HepkmeHT ITiHpacTpyKkTypu, L0 € CUMITJIEKCOM TEXHOJIOTIN, MPUHLUUNIB, MeToAiB Ta 3acobiB, L0 3a HUMU
dopmyroTbca, ans 3abesneyeHHs 6e3nekn i e¢peKTUBHOCTI yrpaBniHHA iHpopMaLlilfiHO-TexHiYHOI0 iHpa-
CTPYKTYpPOIO NianpueMCTBa, Lo a[anTye ioro 6isHec-npouecu 4o yMoB BilicbkoBux gii. Taka agantadis
3AiiCHIDETbCS Yepe3 npoLecy MacLITabyBaHHs, cermeHTaLii, KepyBaHHS 4OCTYINOM 40 4aHUX Ta MapKy-
BaHHA TPagiky. 3pobsieHo BUCHOBKN, L0 aganTalis 6i3Hec-npoyecis 4o yMoB BiricbkoBux givi popmye ix
3MiHN, SIKUM B1aCTUBI HACTYINHI 0COB/IMBOCTI: pOpPMyBaHHSI CErMeHTiB Gi3Hec-npoueciB yHikasbHoro ¢op-
MarTy; onTuMi3auis ynpassiiHHS PyXOM g4aHuXx rno 6izHec-npoLecax; BU3Ha4YeHHs1 rpyr KOPUCTYBaYiB 3 Pi3HUM
piBHEeMmM [OCTyny [0 MepeXxeBux pecypciB Ta AaHux 3a 6isHec-npoyecamu; HabyTTsa 34aTHOCTi THy4YKOro
PO3LUNPEeHHSs Ta aganTauii MepexxeBoi iHppacTpykTypu 4o noTped BnacHukie 6isHec-npoLecis.

Key words: business process; workflow; network infrastructure; physical network segmentation; management.
KarouoBi cnoBa: 6izHec-npoyec; nomik pobim; mepexceBa iHgpacmpykmypa; QiuyHuL po30in Mepexc; MeHeo-
HCMEHM.

TARGET SETTING

conditions of military operations), and prioritize different

In the conditions of military operations at enterprises
in Ukraine, the security and reliability of the IT infra-
structure become particularly important. It is because the
use of VLAN (Virtual Local Area Network) is an effective
tool for ensuring security and resource allocation, which
is quite reasonable even in the context of military
operations. It allows for minimal costs: physically divide
the network into logical segments based on business
processes (thus limiting the potential spread of an attack
or its impact on other parts of the network in case one
segment is compromised), configure access control rules
for data based on business processes (thus limiting access
to resources and preventing unauthorized access to critical
information), create redundant paths for data transmission
based on business processes in case there is a risk of
damage or destruction of part of the network infra-
structure (thus ensuring an alternative data transmission
route that helps maintain network continuity in the

types of traffic based on business processes (thus
ensuring the reliable and fast transmission of critical data,
even in case of limited network bandwidth). Indeed, the
use of VLANs contributes to secure management, and its
basic features and processes differ from classical IT
infrastructure management. These outlined differences
lead to specific transformations like all enterprise business
processes.

ANALYSIS OF RESEARCH
AND PUBLICATIONS

A thorough analysis shows that scientists (V. Bu-
ryachok, A. Anosov, V. Semko, V. Sokolov, P. Skladannyy,
0. Maslyhan H. Mashika, V. Zelic, A. Kiziun, R. Maslyhan,
K. Shafranova, N. Kampov) pay great attention to various
aspects of developing secure IT infrastructure mana-
gement. However, researchers note that there are cha-
llenges in understanding the impact of such management
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mentation not only establishes
fixed control points for all
systems and technologies
necessary for the functioning
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1 and management of IT in-
business process frastructure (including net-

Y processes security* management™** work security technologies,

o ' l.;.‘ T ' 1 data protection, and system
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mputers ] ata . oo comprehensive control and
ond Eervers network Storage Workstation confMiunication fF’) . i ]

equipment Tools Software channels configuration of workflow

Figure 1. Key components of enterprise secure IT infrastructure
management shape changes in its business processes

Note:

*Protection of networks, data, and systems from unauthorized access, viruses, malware, and

other threats.

** Tools for monitoring, management, backup, recovery, configuration, and support of the

infrastructure.
Source: formed based on [1—2].

on the nature of enterprise business processes, as they
can integrate non-specific changes. Nevertheless, the
specifics and nature of these changes have not been
studied yet. This calls for research in the delineated area.

THE WORDING OF THE PURPOSES
OF ARTICLE (PROBLEM)

The article aims to identify the characteristics of
secure IT infrastructure management using VLAN and to
examine the specific impact of this management approach
on the nature of enterprise business processes.

THE PAPER MAIN BODY WITH FULL
REASONING OF ACADEMIC RESULTS

The actual use of VLANs forms a secure management
of IT infrastructure. It should be considered as a complex
of VLAN technologies, principles, methods, and tools that
are formed to ensure the security and efficiency of
managing the information technology infrastructure of an
enterprise, adapting its business processes to the
conditions of military operations. Such VLAN imple-

Table 1. Analysis of experience
in secure IT infrastructure management using VLANs

streams for each of the bu-
siness processes through the
following systems: 1) com-
puters and servers; 2) network
equipment; 3) data storage
devices; 4) workstation soft-
ware; 5) communication chan-
nels. Thus, the key compo-
nents of enterprise secure IT
infrastructure management shape changes in its business
processes presented in Figure 1, as provided by us.

Tthe collaborative interaction and functioning of the
elements outlined in Figure 1 allow enterprises to ensure
the transmission, storage, processing, and protection of
information, as well as efficient user work and the
execution of business processes. The specific impact and
action of secure IT infrastructure management are driven
by the fact that IT infrastructure serves as the foundation
for business applications, communication systems, email,
data storage, information exchange, and many other
functions performed within an organization. It is also
evident from an analysis of the experience of secure IT
infrastructure management using VLANs (Table 1).

In particular, there is a wide range of applications for
such management in domestic enterprises, which is
focused on:

1. Division of departments and teams. This is relevant
for enterprises that have various departments such as
production, finance, marketing, IT, and so on. The use of
VLANSs allows for the separation of these departments into
separate network segments,
providing traffic isolation
and access control between

An enterprise The application areas of secure IT infrastructure management* themj Each department Y\“"
secure IT L . ) have its own VLAN, allowing
. Division Virtual Hot Network business . . .
infrastructure Guest Server . for the isolation of their
t of departments ks @ ) private backups processes X
managemen and teams ) | NCTWOTKS segmentation networks ¥ ® virtualization @ | traffic from one another.
provides Thi .
ATB T - - " " " his helps prevent potential
TEDi Ukraine |- T . T . T thregts apd‘preserves the
BaDM - + + - B + confidentiality of each de-
Philip Morris - + + + + + partment's data.
Kyivstar + + + + + + 2. Guest networks. It is
Roshen ki * - * * + relevant for enterprises that
Eridon - - + - + + .
have business processes
Note

*Use cases: (1) Network segmentation, providing traffic isolation and access control between
segments; (2) Creation of a separate guest network, isolated from the main corporate network; (3)
Physical partitioning of servers into separate segments, ensuring security and isolation between them;
(4) Creation of a dedicated network segment for VPN traffic, ensuring its isolation from other traffic
within the organization; (5) VLAN paths configured as backup routes for data transmission in case of
failure of primary routes; (6) Virtualization of internal network organizational interactions within

business processes.
Source: formed based on data from economic entities.

involving frequent meetings
with clients, partners, or
external individuals. In such
cases, a separate guest
network is created for these
workflows (for example,
VLAN 10 is configured on
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File servers (VLAN 10). To ensure the security and separation of file servers from other
types of servers, administrators have created VLAN 10 for file servers. All file servers
are connected to this VLAN, and switches and firewalls are configured to handle the

VLAN 20). All traffic coming from
the remote office is marked using
a VLAN tag. At the main office, a

Email servers (VLAN 20). In order to ensure independence and security of the email
servers, administrators have created a separate VLAN 20 for these servers. This
allows for the separation of email traffic from other network traffic within the
enterprise and enables the configuration of specific security policies for this VLAN.

VPN server is configured to
receive encrypted traffic from the
remote office.

5. Hot backups. The use

Databasc scrvers (VLAN 30). To cnsurc sccurity and optimize traffic, administrators
have created a separate VLAN 30 for the database servers. This allows for the separation
of database traffic from other types of traffic within the enterprise. Additionally,
administrators can configure special access rules and security policies to ensure data

integrity.

of VLAN enables the creation of
backups that ensure the
network's continuity in case of
production or technical issues.

Figure 2. Server Segmentation Practice at Philip Morris Ukraine

Source: formed based on [1; 3].

the network switch for the guest network), which allows
them to have access only to a limited set of resources and
ensures the isolation of their traffic from the main business
process network. Devices placed in the guest hall or
conference room, which have access to the guest VLAN,
and guest devices (such as laptops or smartphones)
connecting to the guest Wi-Fi network, receive an IP
address from the guest VLAN 10 and have restricted
access to corporate resources. It enables control over
guest access to resources and prevents unauthorized
access to confidential information circulating within the
business process network.

3. Server segmentation. Many enterprises have
various servers to support workflows within their business
processes, such as file servers, email servers, database
servers, and so on. The use of VLANs allows for the
physical separation of these servers into distinct
segments, ensuring security and isolation between them.
For example, at Philip Morris Ukraine, there are three types
of servers: File servers (VLAN 10), Email servers (VLAN
20), and Database servers (VLAN 30), each segmented
according to their specific nature, as shown in Figure 2. It
is evident that this application reduces the risk of
compromising all servers simultaneously and facilitates
easier traffic management.

4. Virtual private networks (VPN). The use of VLAN
can be combined with VPN technology for secure
connections to remote workstations or remote offices.
VLAN allows for the creation of a separate network
segment for VPN traffic, ensuring its isolation from other
traffic within the organization. For example, in practice,
Kyivstar represents each of its offices and business
processes with a separate VLAN, which is isolated from
other network segments of the company (according to the
logic, Office A — VLAN 10, Office B — VLAN 20). All
traffic coming from the remote office is marked using a
VLAN tag. At the main office, a VPN server is configured
to receive encrypted traffic from the remote office. The
use of VLAN can be combined with VPN technology for
secure connections to remote workstations or remote
offices. VLAN allows for the creation of a separate
network segment for VPN traffic, ensuring its isolation
from other traffic within the organization. For example, in
practice, Kyivstar represents each of its offices and
business processes with a separate VLAN, which is
isolated from other network segments of the company
(according to the logic, Office A — VLAN 10, Office B —

Paths created with VLAN can be
configured as backup routes for
data transmission in the event of
a failure in primary routes. For
example, in Roshen's practice, there is a primary route
for data transmission regarding workflow streams
between departments. This route passes through a
specific switch and network equipment. However, if this
primary route becomes inaccessible due to switch failure
or other issues, VLAN functions as a backup route to
ensure uninterrupted data transmission for workflow
streams. In the case of Kyivstar, an additional VLAN has
been created on another switch to provide an alternative
path for data transmission between company
departments. This VLAN is physically separated from the
primary route and has its own switches and network
equipment. In the event of a failure in the primary route,
using VLAN as a backup route allows Kyivstar experts
to redirect traffic through an alternative path. This is
achieved by reconfiguring the switches and network
equipment to route the traffic through the backup VLAN.
Hot backups help ensure the continuity of system
operations and reduce the impact of adverse events on
business activities.

6. Network business processes virtualization. The
use of VLAN is an important component of internal
network virtualization in organizational interactions
within business processes. Virtualization enables the
creation of virtual network environments for different
workflow streams, which are physically separated from
the infrastructure. For example, in Eridon, there are
marketing, development, and finance departments, each
with its own networking and security needs. The use of
VLAN has allowed Eridon's experts to create virtual
network segments for each department and their
associated workflow streams. Each segment has its own
access rules, security policies, and network device
configurations. The VLAN for the marketing department
at Eridon has access to specialized resources such as
marketing systems or data analytics tools. The
development department at Eridon has its own VLAN with
access to development servers and tools. The finance
department has its own VLAN with enhanced security
measures and restricted access to financial data. Thus,
the use of VLAN allows for traffic management and
security within these virtual networks, simplifying the
deployment and management of network resources
involved in business processes.

According to modern practices of secure management,
the interaction of its elements using VLAN entails specific
features that help ensure the security, efficiency, and

IHBecTuyil: noaxtusa ta gocsig N° 122025
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manageability of the IT infrastruc-
ture and its networks (Figure 3).

Therefore, the areas of ap-
plication of secure IT infrastruc-
ture management considered

Wil
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above allow to distinguish the
following aspects:

1. Network segmentation of
the enterprise. VLAN allows phy-
sically dividing the enterprise
network into logical segments,
each of which can host business processes of a unique
format aimed at creating coordinated conditions for
activities, developing new and modifying existing pro-
ducts, selling active products, resource allocation,
personnel reproduction, technological resource repro-
duction, and so on. Each segment has an owner (who is
also the owner of the business process), thus it can have
its own access rules, security policies, and configuration
of network devices.

Defined network segmentation allows for: ensuring
traffic isolation for each business process (traffic passing
through one VLAN does not intersect with traffic passing
through other VLANSs. This is achieved by physically
dividing the network into logical segments, each with its
own VLAN identifier); restricting the potential spread of
attacks or impact on other parts of the network;
configuring access rules. Each VLAN can have its own
access rules and security policies; create configurations
for network devices such as switches or routers. Any
network segmentation into logical segments allows
businesses to effectively manage network resources and
maintain optimal performance.

2. Traffic marking. Protocols such as IEEE 802.1Q are
used for traffic tagging and separating it from other
network segments. Each packet has a VLAN tag that allows
for:

1) Identifying the segment to which it belongs.

2) Properly processing and directing traffic within
VLANSs to routers and switches.

3) Setting priorities for traffic processing within
VLANSs, which affects Quality of Service (QoS) and real-
time data transmission.

4) Avoiding collisions and conflicts between different

network segmentation

Physical division of the network into logical segments

traffic marking access control scalability of the
network and all

business process

Figure 3. Specific features of secure IT infrastructure

management using

Source: formed based on [1; 3; 5].

types of traffic passing through a single physical network
device.

5) Increasing the efficiency of network bandwidth
utilization by segregating traffic into different VLANs and
limiting its propagation to occupied resources.

Traffic tagging through VLAN allows for efficient
management of data flow across business processes,
which have a physical form and digital representation in
the network. This enables the establishment of display
priorities, and security, and reduces conflicts. This is
particularly important for core business processes that
constitute the primary operations, as tagged traffic allows
visualizing all the processes and workflows within the
resource utilization of business processes, ensuring the
quality of service and data security.

3. Access Control. Using VLAN allows for:

1) Configuring access control rules at the switch level.

2) Configuring access control rules at the network
device level.

3) Controlling the interaction between systems and
users, systems and devices, taking into account their
access rights to specific network segments.

4) Preventing unauthorized access to critical data or
systems by configuring user authentication, authorization,
and accounting.

By implementing access control, business process
owners can define user groups with varying access levels
to network resources. For example, an owner can create
separate VLANs for administrators, regular employees,
and guests. Each VLAN will have its own access rules,
allowing control over which resources each user group can
access. Anindividual VLAN can be created for confidential
data, such as financial records or customer personal
information. It will restrict
access to these data only to
authorized users, and a higher
level of security provided. It is
especially crucial in military
operations where information

S S SN

Custom access rules
| and security policies

090

2% e =]
Physical .separation of the Traffic Cogﬁguration of
network into segments isoltion switches or

with their own VLAN o routers

A provision

identifier

Figure 4. Elements of enterprise

Source: formed based on [1; 3; 4; 5].

network devices

network segmentation using VLANs

1
security and confidentiality are

crucially important. Access
control using VLAN ensures
that only authorized users gain
access to the necessary resour-
ces.

4. The scalability of a net-
work and all business processes.
The use of VLAN allows for
network scalability by:

1) dividing the network
into logical segments;

Custom
configuration of

Limiting the potential
for attack propagation or
impact on other parts of
the network
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2) managing traffic distribution and limiting its
occupancy in each segment;

3) providing the ability to add new networks without
the need for physical reconfiguration of IT infrastructure;

4) distributing network load by moving devices and users.

The scalability provided by using VLAN allows
businesses to flexibly expand and adapt their network
infrastructure to the needs of the owners' business
processes (which are determined by the specifics of
design, development, execution, and efficiency of the
business processes). Under these conditions, all business
processes that govern the functioning of the enterprise
are formed within separate logical segments capable of
scalability. This contributes to ensuring the efficiency,
reliability, and productivity of the network in the face of
changing requirements and business growth.

CONCLUSIONS FROM THIS STUDY
AND PROSPECTS FOR FURTHER
EXPLORATION IN THIS AREA

According to the research findings, it has been proven
that VLAN (Virtual Local Area Network) forms a secure
management of IT infrastructure, which is a complex of
technologies, principles, methods, and tools designed to
ensure the security and efficiency of enterprise information
technology management. It adapts its business processes to
the conditions of military operations. This adaptation is
achieved through processes such as scaling, network
segmentation, data access control, and traffic labeling.
Conclusions have been drawn that the adaptation of business
processes to the conditions of military operations brings
about changes characterized by the following features:

1. Physical division of the enterprise network into
logical segments, each of which can accommodate business
processes of a unique format. These processes include
activities such as establishing coordinated conditions of
operation, developing new and modifying existing products,
active product sales, resource allocation, personnel
management, and technological infrastructure maintenance.
Each segment can have its own data access rules, security
policies, and network device configurations.

2. Traffic marking using VLAN enables effective
management of data flow across business processes,
which have a physical form and digital representation in
the network. This allows for establishing priorities,
ensuring security, and reducing conflicts. This is
particularly important for core business processes that
constitute the primary operations of the business.

3. Through access control, owners of business
processes can define different user groups with varying
levels of access to network resources. For instance, an
owner can create separate VLANs for administrators,
regular employees, and guests. This allows for granular
control over who can access specific resources and helps
maintain security and data integrity within the network.

4. The scalability of VLAN usage allows enterprises
to flexibly expand and adapt their network infrastructure
to the needs of business process owners. Under such
conditions, all business processes that govern the
functioning of the enterprise are formed within separate
logical segments that can be scaled. This contributes to
ensuring the efficiency, reliability, and productivity of the

network in the face of changing requirements and business
growth.

The results obtained by the authors can be used to study
optimal VLAN configurations for supporting different types
of business processes. Furthermore, these results provide
a basis for a systematic assessment of the impact of
different VLAN configurations on productivity, security, and
the efficiency of executing business processes.
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