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IITYYHUN IHTEAEKT ¥V CUCTEMI EKOHOMIYHOI BE3NNEKU MIAIIPUEMCTBA:
HOBI MOJKAUBOCTI YIIPABAITHHS PUSUKAMU

In the current conditions of an unstable economic environment, increasing cyber threats,
information saturation, and global competition ensure that enterprise economic security becomes
especially relevant. Effective risk management now becomes a key element for a business'’s stable
operation and strategic development. This article aims to explore the potential of artificial intelligence
in the system of enterprise economic security, as well as to analyze new opportunities for its
application in effective risk management. The study will provide an overview of the main directions
for using Al technologies and identify the key advantages of integrating such solutions into managing
the enterprise’s economic security practice. The analysis shows that integrating artificial intelligence
technologies into an enterprise economic security system is a promising approach to enhancing risk
management effectiveness in a dynamic and unstable external environment. Despite significant initial
costs associated with the implementation of relevant technological solutions, their practical
application enables achieving a qualitatively new level of economic resilience and promptresponse
to threats. The main advantages of implementing Al in the enterprise’s economic security system
include: real-time risk and threatresponse, which minimizes damage from adverse events; reduction

\\\\\\\\\\\\\\\Q\ IHBecTnuli: npaksTka Ta gocsig N 1 1/20£25




of human errors and subjective bias, enhancing the objectivity and justification of managerial
decisions; optimization of costs for auditing, monitoring, and data analysis through the automation
of control and diagnostic procedures; and improved accuracy in forecasting risky situations and
potential threats, enabling the enterprise to act proactively and reduce uncertaintyin the business
environment. Moreover, artificialintelligence enables the integration of disparate information flows,
allowing the formation of a comprehensive picture of the enterprise’s security status, enhances
organizational adaptability to changes in the external environment, and contributes to the
development of a proactive risk management system. The prospects for further research lie in a
deeper analysis of the effectiveness of artificial intelligence applications in various areas of enterprise
economic security, with a focus on adaptability, data integration, and proactive risk managementin
the context of digital transformation.

B ymMoBax HecTabisibHOro eKOHOMi4YHOro cepefoBuLLa, 3POCTaHHSA Kibep3arpo3s, iHpopmauiiiHoro
nepeBaHTa)XKeHHsI Ta r/nobasibHOi KOHKYPEeHUiTf NUTaHHs 3abe3ne4eHHs1 eKOHOMIYHOT 6e3neku nignpue-
McTBa HabyBae 0cob6smBoOi akTyanbHOCTI. Ha cyyacHoMy eTani e¢pekTuBHe ynpaBsiiHHS pyu3nkamm
BUCTYNae BU3Ha4Ya/IbHUM eJIeMeHTOM 3abe3ne4eHHs1 cTabisbHOCTi PYHKLiIOHYBaHHSI Ta cTpaTeriyHo-
ro po3suTKy nignpunemcTs. MeToro Uiei cTaTTi € AOCNIOKEHHS NOTeHYiany LUTY4HOro iHTeseKTy B CU-
cTemi 3abe3ne4YeHHsI eKOHOMIYHOT 6e3neKku nNigrpueMcTBa, a TaKoXX aHaJli3 HOBUX MOXJINBOCTEW ioro
3acTocyBaHHSs ANS NiagBULEHHS ePeKTUBHOCTI ynpaBniHHSA pu3ankamu. Y npouyeci AOCNia)XeHHs
34iNCHEHO orsisif OCHOBHUX HAarnpsiMiB 3aCTOCYBaHHSI TEXHOJIOriN LUTYYHOI O iHTENIeKTY, a TaKOXX BU3-
Ha4YeHo KJ1I04YO0Bi nepeBaru ix iHTerpauii B npakTuky ynpasJsiiHHs eKOHOMIYHOIO0 6e3neKolo nignpuem-
cTBa — TOOTO 3ab6e3ne4YeHHs Horo 3axuLLeHOCTi Big BHYTPILLHIX i 30BHILLHIX 3arpo3, siKi MOXYTb Hera-
TUBHO BIJINHYTU Ha CTabinbHe pyHKLiOHYyBaHHSI, PO3BUTOK, EKOHOMIYHY CTiliKiCTb Ta KOHKYPEHTOCI-
POMOXXHICTb. AHanNi3 [OBIB, LLO BIPOBaA)XeHHSI TEXHOJIOriN LUTYYHOr O iHTEeNIeKTY B CUCTEeMY €KOHOMIY-
HOi 6e3neku € NepcrneKTUBHUM HanpsMoM niaBuLLeHHs e (PeKTUBHOCTI yrnpaBniHHSA pU3nKkamm B yMo-
Bax AMHaMI4YHOro Ta HecTabifibHOro 30BHILLHBLOIro cepenoBnwya. HeaBa)karoyn Ha 3Ha4YHi NOYaTKOBI
BUTPAaTH, NpakTU4He 3aCTOCYBaHHSI TaKUX pPiLlleHb [JO3BOJISIE [OCSITU SIKICHO HOBOIO PiBHS1 EKOHOMIY-
HOI CTiKOCTI nignpmuemMcTBa Ta 34aTHOCTI ornepaTuBHO pearyBaTu Ha noTeHuyiliHi 3arpo3u. JJo ocHoB-
HUX nepesar BNpoBaA)XeHHS LUTYYHOro iHTe/1IeKTy B CUCTeMy eKOHOMIYHOi 6e3nekun HanexarTb: one-
paTtuBHe pearyBaHHSI Ha PpU3NKN Ta 3arpo3u B PEeXXUMi peasibHOro 4acy, Lo AO03BOJISIE MiHiMi3yBaTun
30UTKN Big HEeraTUBHUX NOAIA; 3HVXXEHHS PiBHS JIIOACbKNX MOMWJIOK Ta BNJNBY Cy6 €KTUBI3MY, LLO
nigBuLyye 06'€KTUBHICTb i 0BrpPyHTOBaHICTb yrNpaBAiHCbKNX pilleHb; ONTUMI3aLlis BUTPAT Ha ayauT,
MOHITOPUHI i aHaniTn4Hy 06po6Ky AaHNX 3aBASIKN aBTOMAaTN3aLii KOHTPOJIbHUX i 4iarHOCTUYHUX NPO-
uenyp; NiagBULLeHHs1 TOYHOCTI MPOrHo3yBaHHS PU3NKOBUX CUTYaLiii | NOTEeHYiHNX 3arpos, Lo Aa€
3Mory nignpuemMcTBY BisiTU Ha BUnepeaxXeHHs Ta 3MeHLUyBaTH piBeHb HeBU3Ha4YeHOoCTi y 6i3Hec-ce-
peagosuLli. lMepcrnekTnBy noganbLUNX 4OCIAXXEHb MONSraloTh Y NorsmbsieHoMy aHasli3i e¢peKTUBHOCTI
3aCcTOCyBaHHSI LUTYYHOIO iHTEJ/IeKTY B Pi3HUX rasy3six eKOHOMiYHOi 6e3neku nignpuneMcTea.

Key words: risk situation forecasting; potential of artificial intelligence; informational flows; soundness of
managerial decisions.

KntouoBi cnoBa: npoeHo3yBaHHS pu3ukoBUX cumyauyit;, nomeHyian wmy4Ho2o iHmeaekmy,; ghopmauitiHi nomo-
Ku; 062pYyHMOBaHIcme YnpaBaiHCbKUX pilleHs.

PROBLEM STATEMENT

In the current conditions of an unstable economic
environment, increasing cyber threats, information saturation,
and global competition, the issue of ensuring the economic
security of an enterprise becomes especially relevant. Effective
risk management now becomes a key element for stable
operation and strategic development of a business.

Traditional methods of risk assessment and response
are increasingly proving insufficient for prompt detection
and neutralization of dynamically changing threats. Pri-
marily, these methods are based on statistical estimates,

manual analysis, and historical data. However, modern
enterprises operate in a big data environment where
information volumes are rapidly increasing, and its analysis
requires high processing speed and adaptability. The
human factor is unable to promptly process such a large
number of variables without automation.

Moreover, threats to economic security are rapidly
evolving: new forms of cybercrime, supply chain disrup-
tions, geopolitical upheavals, regulatory changes, and
more. Traditional experience-based methods often fail to
anticipate new risks.
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Table 1. Main areas and general characteristics of anomaly detection in data using Al

Technologies
Main areas Specifics of anomaly detection using Al and methods for anomaly
detection using Al
Financial Al systems can analyze payment transactions Random Forest, clustering
transactions in real time, detecting attempts of double (K-means), Isolation
payments, fraudulent expenses, forged Forest
invoices, or transactions that do not
correspond to typical behavior patterns of
clients or counterparties.
Employee Internal threats are often associated with the Neural networks,
behavior human factor. Algorithms can monitor user behavioral modeling,
activity within corporate networks: unusual anomaly detection models
login times, suspicious file movements,
attempts to access confidential information,
and so on.
Financial Detection of sudden fluctuations in revenue, Time series analysis,
performance | expenses, profitability, turnover, or other key autoencoders, regression
indicators indicators may indicate internal disruptions, models
of the dishonest activities, or external influences
enterprise (such as market manipulation).

Source: compiled based on [3; 5—6].

Risk management methods are often implemented as
distinct procedures or policies that lack integrationinto a
cohesive system. This complicates the detection of
intersystem threats and synergistic risk effects, which can
lead to more widespread consequences. Overall, the
processes of detection, assessment, and response in
traditional systems take time, which can be critical in
rapidly evolving crises or cyber incidents. In modern
conditions, systems capable of operating in real-time have
an advantage.

Thus, the existing limitations of traditional approaches
highlight the need for advanced technological solutions,
particularly the use of artificial intelligence, which can
elevate risk management to a qualitatively new level.

In this context, innovative approaches based on the
application of artificial intelligence (Al) draw special
attention as they open new horizons for enhancing the
adaptability and resilience of enterprises to internal and
external challenges.

ANALYSIS OF RESEARCH
AND PUBLICATIONS

Specific features of applying artificial intelligence in the
economic security system of enterprises are discussed in
the works of Khalina O., Shmagalo V. [5], Kolesnikov A. P.
[2], Karapetyan O. M., Novakivskyil. I., and Rachynska H. V.
[3]. The works of the mentioned authors examine various
aspects of implementing artificial intelligence technologies
in the security systems of business entities, namely: real-
time risk analysis, forecasting economic threats, cyber
protection of information infrastructure, automation of
internal control, and detection of anomalies in financial and
operational processes. Novakivskyil.l. and Rachynska H.V.
[3] also pay significant attention to the impact of Al on
transforming traditional approaches to security process
management and ensuring the enterprise's adaptability to
changes in the external environment.

At the same time, a comprehensive study of the
potential of artificial intelligence in the economic security
system of enterprises-which simultaneously encompasses

risk management, analytical data processing, cybersecu-
rity, and internal control-remains arelevant area of scien-
tific research.

FORMULATION OF THE ARTICLE'S
OBJECTIVES

This article aims to explore the potential of artificial
intelligence in the economic enterprise security system, as
well as to analyze new opportunities for its application in
effective risk management. In the course of the research, an
overview of the main areas of application of artificial
intelligence technologies will be conducted, and the key
advantages of integrating such solutions into the practice of
enterprise economic security management will be identified-
namely, ensuring protection against internal and external
threats that may negatively affect stable operations,
development, economic resilience, and competitiveness.

THE PAPER MAIN BODY

Economic security encompasses an enterprise's ability
to withstand internal and external threats and maintain
stability, competitiveness, and development potential. The
main risks are formed across the following areas [1—2; 4]:

— Financial (including fraudulent transactions,
financial market instability, currency fluctuations, decrea-
sed asset liquidity, credit risks);

— Informational (including confidential information
leaks, cyberattacks, employee sabotage, and insufficient
protection of information infrastructure);

— Personnel (including employee dishonesty, staff
turnover, lack of qualified specialists, internal espionage);

— Reputationalrisks (including the spread of negative
information, public conflicts, failure to meet obligations
to counterparties, and scandals related to management).

Al Al enables the automation of monitoring, data
analysis, and risk forecasting processes through a range
of tools currently used in economic security, including
anomaly detection systems, predictive analytics, Big data
processing, cybersecurity, and automation of internal
control [6].
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So, one of the key tools for using artificial

Table 2. Main areas and general characteristics
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intelligence in the enterprise economic security

of predictive analytics using Al

system is anomaly detection, which we interpret

as the identification of atypical or suspiciou Technologies

S . O O yp ° . suspicious Main areas Specifics of historical data analysis used for predictive
actions that may indicate potential threats, analytics
breaches, or fraud. - —

Based on this tool, machine learning algo- | Ris¢ Systems can calculate the probability of a

. probability partner’s default, supply chain disruption,
rithms process large volumes Cff structL{red énd assessment or mass employee turnover based on Machine learning
unstructured data. They are trained on historical behavioral, market, and internal data. Deep learning

i ! Time series
dataand vf?rm an u?derStan,dmg of the system's Scenario Simulation modeling allows for the analysis
or users' "normal” behavior [5—6]. Any de- modeling assessment of the consequences of internal | Natural language
viations from established patterns are auto- decisions (such as changing suppliers, processing (NLP)
matically identified as anomalies that require the workforce reduction, entering new markets)
. . . . and external factors (such as exchange rate
attention of security specialists. The main areas : L :
. L. fluctuations, political risks, changes in
and general specifics of anomaly detection in data legislation).
using Al are presented by us in Table 1. —— - -
Thanks to th licati f h t dthei Identificatio Al is capable of detecting patterns that are
X ANKS 1o gapp Ica '|ono SU.C systemsan .elr n of hidden not obvious to humans or that traditional

associated machine-learning algorithms, an enterprise | threats risk management methods fail to identify.
canrespond to threats promptly and predict or prevent

their occurrence. For example, in a manufacturing
enterprise, an artificial intelligence system can detect
anomalous activity in the procurement system-such as placing an
order for raw materials that significantly exceeds the average
monthly consumption or using an unusual supplier with whom the
enterprise has not previously collaborated. Such actions may
indicate internal abuses, staff errors, or attempts at fraudulent
activities and, accordingly, trigger internal control mechanisms or
block the operation pending verification.

Among the tools for using artificial intelligence in the
economic security system of an enterprise, we highlight
predictive analytics, which we interpret as the ability to
assess the likelihood of risks arising before they become
actual. This enables enterprises to respond to threats and
to act proactively, reducing theirimpact or preventing them
altogether. Based on this tool, Al models analyze historical
data, identify trends, correlations, and cyclical patterns,
and use these to develop predictive scenarios. Unlike
traditional statistical methods, intelligent algorithms are
capable of processing large volumes of unstructured
information (such as reports, news, and social media [3]),
which significantly expands analytical capabilities. The
main capabilities of Al predictive analytics in the economic
security system of an enterprise are presented in Table 2.

Source: compiled based on [3; 6].

A company can use a predictive model to: assess therisk
of losing a key client; forecast a partner's bankruptcy;
model the impact of political instability on supply chains;
and early detect signs of a market crisis.

Thus, Al-based predictive analytics enables a shift
from reactive to proactive risk management, which is one
of the conditions for achieving the enterprise's sustainable
economic security.

Every day, terabytes of structured and unstructured
data are generated, including financial documentation,
reports, market research, customer feedback, information
from social media, and user activities in digital systems
[2—3]. Accordingly, one of the tools for using artificial
intelligence in the enterprise economic security system is
big data processing. Thanks to Al, it is possible to
integrate and analyze information from diverse sources:
market, internal, and competitive (see Table 3).

Big data processing with the use of Al enables an
enterprise to quickly adapt to changes in the external
environment, make informed decisions, and strengthen its
economic security through continuous monitoring and
analysis of key risk factors. For example, artificial intelligence

Table 3. Main areas and general characteristics of big data processing using Al

Main areas

Specifics of Big Data processing

Technologies used
for Big Data processing

Internal sources’

flows.

Integration of data from accounting
systems, PRM, ERP, and operational
activity logs. Analysis of internal processes,
costs, employee efficiency, and financial

SQL, Python, Power BI,
Machine Learning
(ML), Neural Networks

External sources 2

suppliers, and partners.

Pollection and analysis of market
information, stock quotes, economic
indicators, data about competitors,

API requests, web
scraping, BigQuery,
Spark, cloud platforms
(AWS, Azure)

Information Processing of news texts, social media, and | Natural Language

environment® customer feedback. Detection of sentiment, | Processing (NLP),
trends, reputation threats, information sentiment analysis, text
campaigns, or fake attacks. classifiers

Source: compiled based on [2—3; 5].
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Table 4. Key areas and general specifics of cybersecurity provision using Al

Technologies used
Main areas P ybersecurity provision specifics to enhance
cybersecurity
Real-time Thanks to machine learning, systems can ML algorithms,
attack recognize new, previously unknown types of IDS/IPS, anomaly
detection attacks — including zero-day exploits — by detection, behavioral
analyzing deviations from the normal behavior | analytics
of network devices and users.
Identification | Al analyzes user behavior patterns such as UEBA (User and
and blocking | login locations, activity times, and typical Entity Behavior
of actions. Atypical or suspicious authorization Analytics), multi-
unauthorized | attempts are automatically blocked or flagged factor authentication,
access as threats. SIEM
Malware Deep learning algorithms enable the Deep learning,
analysis identification of malicious files even without sandboxing, anti-
exact signature descriptions by classifying malware engines 3
them based on behavioral characteristics. Al-monymnsamu
Pyber risk Based on the history of attacks, system Predictive analytics,
forecasting behavior, and external cyber environment threat intelligence,
(e.g., industry threats), Al models the risk modeling with
likelihood of future threats and vulnerabilities. | Al
Log and Al tools are capable of processing millions of SIEM-cucremu
security security events per day, identifying the most (Splunk, IBM
event critical ones for prompt response. QRadar), log mining,
analysis correlation engines 3
Al

Source: compiled based on [2; 5].

analyzes large volumes of data from social media and news
sources to predict potential risks for the enterprise related
to reputational threats or changes in market conditions.

In the context of digitalization of business processes,
cybersecurity has become a key component of an enterprise's
economic security [ 1—2]. Artificial intelligence (Al) plays an
increasingly important role in protecting the information
infrastructure by enabling proactive threat detection, rapid
incident response, and minimizing the impact of attacks
across several core areas highlighted in Table 4.

For example, business entities with large branch
networks implement Al to automatically analyze corporate
system login logs. By timely detecting suspicious activity

during non-working hours from unusual geolocation, the
system blocks a potential attack at the authorization stage,
which helps prevent data leakage. Thus, Al enhances the
level of enterprise cybersecurity and reduces dependence
on human factors by automating monitoring, analysis, and
response to information threats.

Internal control is a fundamental element of an
enterprise's economic security, ensuring compliance with
standards, regulatory requirements, and financial discipline.
In the context of digitalization, the automation of basic
control areas using Robotic Process Automation (RPA) and
Intelligent Systems (IS) is gaining increasing importance,
according to the specifics presented in Table 5.

Table 5. Key areas and general specifics of internal control automation using Al

Specifics of internal control

Technologies used

and payments

Main areas . for Internal control
automation .
automation
Financial Detection of errors, inaccuracies, and RPA, OPR, ML
reporting discrepancies in financial documents. models for report
verification
Pontract Automatic verification of legal terms, NLP, contract
control deadlines, risky clauses, and analytics, rule-based
inconsistencies with company policy. engines
Procurement Identification of duplicate invoices, ERP systems with

suspicious transactions, and payment

built-in Al modules

revision

delays.
Regulatory Detection of violations of standards Pompliance Al
compliance (e.g., financial monitoring, tax regulatory rule
regulations). engines
Audit and Real-time transaction monitoring to P ontinuous auditing

detect fraud or unusual behavior.

tools, anomaly
detection, Al-audits

Source: compiled based on [1—2; 4; 6].
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Artificial intelligence, combined with RPA and intelli-
gent systems, enables the automatic verification of
documents, contracts, and invoices for compliance with
standard templates and regulations; detection of
duplicates, arithmetic errors, and violations of payment
or reporting terms; real-time auditing of transactions; and
the generation of alerts upon identifying potential
violations or anomalies.

For example, companies are actively implementing
RPA to automatically collect and verify invoices, billing
statements, and reports. Robotic processes independently
extract information from various systems, cross-check
data, verify the consistency of amounts, dates, and
counterparties, and ensure the presence of all required
signatures. In case of discrepancies or errors, notifications
are automatically generated and sent to the responsible
employees.

Based on the presented provisions, it is evident that
despite the high cost of implementing artificial intelligence
technologies in the enterprise's economic security system,
their use creates fundamentally new opportunities for risk
management, specifically in terms of: real-time threat
response; minimizing errors and impact of subjective
decisions; resource savings (through cost optimization in
auditing, analysis, and control); improved forecast
accuracy.

CONCLUSIONS

The analysis has shown that the integration of
artificial intelligence technologies into the enterprise's
economic security system is a promising direction for
enhancing risk management effectiveness in a dynamic
and unstable external environment. Despite the
significant initial costs associated with implementing
such technological solutions, their practical application
enables the achievement of a qualitatively new level of
economic resilience and rapid threat response. The main
advantages of implementing Al in the economic security
system of an enterprise include: real-time response to
risks and threats, which minimizes the impact of negative
events; reduction of human errors and subjectivity,
enhancing the objectivity and soundness of management
decisions; cost optimization for auditing, monitoring, and
data analysis through the automation of control and
diagnostic procedures; improved accuracy in forecasting
risky situations and potential threats, enabling the
enterprise to act proactively and reduce uncertainty in
the business environment.

The results of the study demonstrate that artificial
intelligence enables the integration of disparate
information flows, allowing for the creation of a
comprehensive picture of an enterprise's security status,
enhances organizational adaptability to changes in the
external environment, and facilitates the development of
aproactive risk management system.

Thus, Al is no longer merely a technological tool but is
transforming into a strategic resource that enhances a
company's competitiveness, strengthens its economic
security, and creates the conditions for sustainable
developmentin a highly competitive digital environment.

The prospects for further research lie in an in-depth
analysis of the effectiveness of artificial intelligence

applications across various areas of enterprise economic
security.
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