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The article explores contemporary aspects of the transformation of financial innovations mediated by
the development of information technologies in the field of cyber defense. Modern technical, technological
and other innovations associated with the relentless pace ofdevelopment ofinformatization of allindustries
have necessitated the study of potential threats caused by the intensification and incredible complication
of the pace of improvement of cyber protection in the financial sector. The features of the processes of
digitalization of financialinnovations to support the cybersecurity of the industry are identified. The issues
ofpotential threats to financialinstitutions are studied, which contain the basic requirements for ensuring
cybersecurity, as well as the main stages of the development of cybersecurity of financial institutions,
which should be paid attention to in the context of modern innovations. We analyzed potential cybersecurity
threats to global and domestic financial institutions, and based on the materials received, we will determine
the components ofthe cybersecurity organization system for the country’s banks and establish key points
regarding the organization of all stages of the process of creating safe conditions for the functioning of
leading companies. Based on the data obtained, it was established that attention should be paidto improving
and updating the regulatory framework for the operational capacity of financial enterprises, with the further
aim of updating them and improving their development strategy not only within our country, whichis currently
in the mostdifficult conditions, but also throughout the world. The problems of cybersecurity of financial
innovations are extremely relevant today. Special attention deserves the analysis ofthe provisions and the
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regulatory and legal framework of our country and other documentation regulating the functioning of this
sector. Theleading components of the cyber protection system are substantiated andways of their potential
modification and updating are considered. Itis established that in order to ensure the information security
of clients and specialists of institutions, it is necessary to identify the problem of the constant need for
training specialists and improving their qualifications to ensure the strategy of cyber protection of financial
innovations. Ways are outlined to solve the problem ofdeveloping, implementing and improving the strategy
for the functioning of the cyber protection system of financial institutions to protect networks, computers,
programs anddata from damage orunauthorized access in order to ensure their confidentiality and integrity.
The methodology of the researched issues was expanded and recommendations were offered forimproving
the cybersecurity of financialiinstitutions based on a comprehensive study of advanced foreign and domestic
experience. Recommendations are proposed to improve the effectiveness of cybersecurity management
inorder to increase the level of competitiveness in the financial services market and the level of public trust
infinancial institutions.

Y crarri gocninxyoTscs cy4acHi acnekTv tpaHcpopmauii piHaHcoBux iHHOBaL i, onocepenKoBa-
HUX PO3BUTKOM iHpopmaLiliHnx TexHonorin y cepi kibepaaxuncty. Cy4acHi TexHiYHi, TeXHOOorivHi
Ta iHwWi iHHOBaUii, NOB’'s3aHi i3 6e3ynMHHNMN TeMnamMm po3BUTKY iHpopmaTu3aauii Bcix ranysei, oby-
MOBWJIN BUBYEHHS NOTEHLUiMHNX 3arpo3, L0 CIPUYNHEHIi MOCUJIeHHSIM Ta HEUMOBIPHUM YCK1agHEeH-
HSIM TeMIiB BAOCKOHaIeHHS Kibep3axucTty ¢piHaHCcoBOro cekropy. BusHayeHo ocobnmBocTi npoyecis
ungposizayii pinaHcoBux iHHOBaUivi 3aans nigTpuMkun ki6epbeanekun ranysi. locnigxxeHa npob6ne-
MaTuka NoTeHuUiiHnx 3arpo3 ¢piHaHCOBUX YyCTaHOB, L0 MICTATb OCHOBHIi BUMOIrn 4o 3abe3ne4yeHHs:
Kibepbe3nekun a TaKoXX OCHOBHI eTanun po3BUTKY Kibepbe3arneku piHaHCOBUX yCTaHOB CJlig NPURIinuTn
yBary B KOHTeKCTi cydacHux iHHoBauii. lMpoaHaniaoBaHo NoTeHLUiviHi 3arpo3u kibepbe3rneku cBiTo-
BUX Ta BiTYN3HSAHUX PiHAHCOBUX YCTaHOB Ta Ha OCHOBI OTPUMaHUX MaTepianis BUBHa4€eHO KOMIMOHEH-
TU cucTemu opraHi3auyii kibepbe3neku 6aHKiB KpaiHy Ta BCTaHOBUMO KJIIOYOBi MOMEHTH, LLio40 OpraH-
isauii Bcix eTanie npouecy opraHi3auii cTBOpeHHs1 6e3rne4Hnx yMmoB YHKLiOHyBaHHSI NPOBigHNX KOM-
naHii. Ha ocHOBi oTpUMaHux faHnx, BCTaHOBJIEHO, LL|O CJlif 3BEPHYTU yBary Ha rnoJirneHHs Ta OHOB-
JIEHHS1 HOPMAaTUBHO-TNPaBOBUX OCHOB Li€CNPOMOXXHOCTI piHaHCOBUX NigNnpNeMcCTB, 3 NoA4abLLIOKO
MEeTOI0 iX OHOBJIEHHSI Ta BAOCKOHAaJIeHHSI CTPaTErii iX pO3BUTKY He JINLLUE B Me)XXax HaLloi KpaiHu, Lo
Ha cborogHi nepebyBae y HalicknagHiLLMx yMmoBax, a i y Ljisiomy cBiTi. BU3Ha4eHo K/no4oBi ocob6.1u-
BOCTI kKibepbe3nekn y ¢piHaHcoBux yctaHoBax Ta nepeaymMoOBU PO3pPo6Kn cuctemm pekomeHgaLin
ujoo if BAOCKOHasIeHHs B CBITi Ta Hawwivi kpaiHi. JocnigxeHo Ta BU3Ha4YeHO CYTHICTb kKibepbe3neku
¢iHaHCcOBUX yCTaHOB Ta 06rpyHTOBAaHO CTazii pO3BUTKY Kibepbe3neku y piHaHCOBUX yCcTaHOBaXx, OrNo-
cepeaKkoBaHUX NOCTiKHUMM iHHOBaLUiamu. O6rpyHTOBaHO NPoBiaHi KOMMOHEeHTN cucTemMu Kibep3axu-
CTY Ta pO3rJISHYTO LUJISIXU iX NOTEeHLUiNHOIi MmoaudikaLii Ta OHOB/1eHHs1. BctaHOB1IeHO, L0 3a4/15 3a-
6e3nevyeHHs1 iHpopmaLiiHOT 6e3neku KNiEHTIB Ta ¢paxiBLiB yCTaHOB clig BU3HA4YUTU NPo6GsIeMy nocr-
iliHOT NnoTpebn nigroToBkn paxisuyiB Ta nigBuULLIEHHS iX KBanigikauii 3agna 3abe3ne4yeHHs cTparerii
Ki6ep3axucTty piHaHcoBux iHHOBaLi. OKpecsIeHO LUsIXU BUPILLeHHS Npo6nemun po3pobkun, BnpoBaa-
JKeHHSI Ta BOOCKOHaJIeHHs cTparerii pyHKUiOHyBaHHS cucTemu Kibep3axucty ¢piHaHCcoBux ycTaHoOB
AJ151 3aXUCTY MEPEX, KOMI'IoTepiB, Nporpam i gaHux Big noLwkKoa)XeHHs1 abo HecaHKLiOHOBaHOro A4o-
CTyny 3 MeTol0 3ab6e3rne4yeHHs iXHbOi KOHQigeHUilHOoCTI Ta yinicHocTi. Po3wmnpeHo MeTo40J10rito
AocCipgXyBaHOT NpobseMmaTnkuy Ta 3anpornoHyBaTn pekoMmeHaauii oo yaockoHareHHs Kibepbe3-
neku ¢piHaHCOBUX YCTaHOB HA OCHOBI KOMIJIEKCHOIO BUBYEHHS NepeaoBoro 3apy6iXxHoro ta Bit4ns-
HSIHOro JOCBify. 3anpornoHOBaHO pekomeHAaLii 3aa15 nigBuLYe HHS Pe3y/IbTaTUBHOCTI ynpaB/liHHS
Ki6epbe3neKkoro 3 METOoIO NifBNLLEHHS PiBHSI KOHKYPEHTOCIMPOMOXXHOCTI Ha PUHKY piHaHCOBUX Nocyr
Ta piBHS AOBipU HacesIeHHs1 A0 piHaHCOBUX YCTaHOB.

Key words: financial innovations, information technologies, informatization, IT security, cyber defense.
KnroyoBi caoBa: ghinaHcoBi iHHoBauii, iHghopmayiliHi mexHonoeii, ingpopmamu3zayis, IT 6esneka, kibepsaxucm.

INTRODUCTION ) o ) ) financial clients, both individuals and legal entities, usually
~ In today’'s most challenging conditions, financial provide their own data and access to them to optimize
institutions use IT technologies, in particular digitalization, the service process. The undeniable importance of
implementing modern achievements, while at the same time  preserving and protecting them in virtual space and their
coping with potential threats and cyber threats. Various increased use is mediated by the problem of their
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Fig. 1. Components of socially responsible activities of a business entity

protection, namely ensuring cyber protection of the
systems that process them.

Unwavering attention to the analysis of theoretical and
practical research results of well-known and emerging
foreign and international researchers indicates to us the
relevance of the chosen issues of research into the
interconnection and mutual influence of the development
of the modern information technology space and financial
innovations, which pose to the authors of the publication
the need to study this topic more thoroughly and search
for new ideas to consider and solve research problems.

REVIEW OF THE LATEST RESEARCH
AND LITERATURE

Based on scientific results, both theoretical and
practical, and having analyzed a number of publications
that highlight the problems of the development of financial
innovations in the space of updating information and
telecommunication technologies, we will identify the main
ones. Hitsan D.,Tyshchenko D., Franchuk T., Stepashkina K.,
Karpunin, l., Desiatko A. analyze the problems of de-
signing, developing and implementing relevant information
systems and analyze the main features of the digitalization
of the financial segment [1—3]. Zhyvets A. examine the
evolution of professional competencies in the digital eco-
nomy of our country and the world [4]. Kraus K., Kraus N.,
Manzhura O., Ishchenko I., Radzikhovska Y. analyze the
problems of digitalization in economic relations [5; 6].
Kovalenko Y. focuses on the impact and problems of
implementing the information technology sector and the
intermediation of financial instruments in the modern IT
space [7]. Maslak O., Yakovenko Y., Domanetsky I.
Consider the leading role of modern digital technologies
and innovations in ensuring sustainable development of
economic security [8]. Zhukova Yu., Yurchenko O.,
Vasylenko V. Propose a strategy for ensuring the country's
economic security during the period of development of
innovations in the field of information and communication
technologies [9]. Tsal-Tsalko Yu. studies the issues and
elements of the process of developing economic indicators
in the context of digitalization of economic processes [10].

THE MAIN GOAL OF THE ARTICLE

The main goal of the article is to study the aspects
of the transformation of financial security in the period
of information technology development.

TASK SETTING

To achieve the goal, the following tasks were set: to
investigate the features of the processes of digitalization
of financial activities; to outline ways to improve financial
innovations in the context of sustainable development of
the information and technical environment; explain the
feasibility of modern comprehensive implementation of
information and communication technologies in the field
of financial innovations.

PRESENTATION OF THE MAIN MATERIAL

The issue of potential threats to financial institutions,
which includes basic requirements for ensuring
cybersecurity, as well as the main stages of development
of cybersecurity of financial institutions, should be given
attention in the context of modern innovations [5—8; 10].
We will analyze potential cybersecurity threats to global
and domestic financial institutions and, based on the
materials received, we will identify the components of the
cybersecurity organization system of the country's banks
and establish key points regarding the organization of all
stages of the process of creating safe conditions for the
functioning of leading companies [1—4; 9]. The main
methods of cyber defense are presented in Fig. 1.

One of the tasks set by the authors is to identify the
key characteristics of cybersecurity in financial institutions
and develop practical recommendations for its impro-
vement in Ukraine. That is why it is necessary, first of all,
to reveal the essence of cybersecurity in financial insti-
tutions and substantiate the stages of development of
cybersecurity in financial institutions.

The problem arises of developing, implementing and
improving the strategy for the functioning of the cyber
protection system of financial institutions to protect
networks, computers, programs and data from damage or
unauthorized access in order to ensure their confidentiality
and integrity. This term can be viewed through the lens of
the different focuses presented in Fig. 2.

A pressing task is also to study the components of
the cyber defense system and consider their potential
modification and upgrade. Based on the results of the
study of the work carried out to ensure the information
security of clients and specialists of institutions, it is
necessary to identify the problem of the constant need for
training specialists and improving their qualifications to
ensure the tasks set. It is relevant to use all means, both
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Operational Security

Processes and solutions for
handling and protecting data
assets

Network Security

Practices for protecting a
computer network from
attackers

Cloud Security

System security for working
in the cloud

Application Security

A component of
cybersecurity that focuses on
protecting software and
devices from threats

Disaster Recovery and
Business Continuity

Determines how an
organization responds to a
cybersecurity incident

Training of regular users

Implementation of security
policies, procedures and
protocols

End-to-end continuous
training of employees

The process of implementing
all elements of the
institution's cyber security
system

Fig. 2. The main areas of cybersecurity

technological and technical, to support the processes of
the functioning of institutions and prevent the
consequences caused by failure to comply with the
specified requirements for the operation of the information
system.

This allows us to expand the methodology of the
researched issues and offer recommendations for
improving the cybersecurity of financial institutions
based on a comprehensive study of advanced foreign
experience. The implementation of the recommen-
dations makes it possible to increase the effectiveness
of cybersecurity management in order to increase the
level of competitiveness in the financial services
market and the level of public trust in financial insti-
tutions. This cannot be done without a comprehensive
study of potential cybersecurity threats to modern
financial institutions, based on the proposed com-
ponents of the cybersecurity strategy for domestic and
global banks.

CONCLUSIONS

Studying the system of financial relations, it can be
argued that its peculiarity at this stage of development of
digitalization processes is that there are some gaps in the
processes of protecting information activities, which is
mediated by the growth of cyberfinancial risks, which leads

to the impossibility of qualitative modification of the entire
system and its individual components. It is the development
of modern financial relations in modern cyberspace,
mediated by the development of mobile technologies and
supported by a legal framework that requires constant
updating and improvement, that poses the additional task
of updating the existing infrastructure of the selected
industry. Cybersecurity includes all processes that will
protect information, systems and networks from
unauthorized access. The only way to resist cyberattacks
is to improve and modernize the technologies used to
combat them. The basis of cyber protection of financial
innovations in the context of digitalization of information
and communication processes is the development of a
system of measures and actions aimed at identifying,
preventing, and eliminating existing and possible threats
to the functioning of technological and communication
systems in the financial segment.
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